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From Camouflage 

to High Visibility

Over the last 18 months Signet Solutions has worked with key 

customers to bring a number of ex-forces personnel into the 

industry, which has allowed them to rapidly develop their Railway 

Signal Engineering skills base. This has been achieved by

The Signalling Solutions class of 2014 have successfully concluded their 

programme whilst others within Atkins Rail are still continuing their journey. 

Many have already boosted their company’s capabilities over the festive season 

and on into 2015. The success of the initial Signalling Solutions group has been 

underlined by the commencement of a further class in January 2015.

Signet Solutions in collaboration with ASAP Mobility 
(Malaysia) and with the support of UK Trade and 
Investment delivered two 2 day training courses on 
Railway Systems in December 2014. 
This course was designed to provide delegates 
with an overview of the key sub-systems within the 
railway infrastructure and how they interrelate. It 
therefore covered Track, Signalling, Electrification and 
Communications.
The courses were well received and Signet is now 
actively discussing future requirements with ASAP 
Mobility for 2015. 

SIGNET SOLUTIONS SAYS 

‘HELO’ TO MALAYSIA...

The development and delivery of conversion programme 

focused at providing the right knowledge and skills needed 

for the challenges of the railway of today and tomorrow.

Personnel have already proven their interpersonal, technical and 

life skills which provides an excellent starting point for the accelerated 

learning which is also supported by mentorship in the workplace.

IRSE News AD JAN.indd   1 13/01/2015   21:04
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The editorial team is always interested and keen to hear and learn from the world-
wide membership about further possible developments of this successful publication.  
However, we seem to have problems recently regarding the quality of the pictures and 
diagrams supplied with potential articles for publication.  This has resulted in a lot of 
rework by the editorial team.  Good quality pictures and diagrams add to the overall 
quality of each article.  Please feel free to contact one of the team when planning 
your next article.  In most cases, we can help you to produce diagrams or source 
photographs that make the most of your article.

Please remember also that language is no barrier to our team. We can usually translate 
most languages.  There is just one thing though.  When you send an article for potential 
publication, please DO NOT embed your pictures within it.  Please send all your 
photographs as individual JPEG files, these will be at least 2MB in size if they are to 
be of the quality we need for IRSE NEWS. Please send us your diagrams either in their 
native format (Powerpoint, Visio, Illustrator or similar) or as a high resolution PDF file. 
Your article should be sent in as a Word document.

Our stocks of articles are beginning to run down once again and we appeal to the 
membership and worldwide industry to support this publication in the near future.  As 
always, the editorial team look forward to receiving your feedback and comments, as 
well as your articles.  Thank you for your continued support.
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Cyber Security - An Infrastructure Manager’s View
By Peter Gibbons
Professional Head (Cyber Security), Network Rail

Paper read in London on 13 January, 2015

Embracing modern, interconnected technologies provides a 
great opportunity to improve rail performance, safety and value 
for money. However our increased use of, and reliance on, these 
technologies increases the risk of loss and harm resulting from 
cyber attack. An effective response to these threats requires a rail 
industry response to deliver a full set of controls, encompassing 
technical, procedural and physical measures, to reduce the 
likelihood and impact of cyber attack. Clarity of accountability 
and effective assurance are key to engendering trust amongst 
and across the rail industry, to prevent any one component of the 
rail system becoming a weak link in the overall chain of security.

Adopting modern technology enables our railway to deliver 
improved efficiency, safety and performance. This may be 
improved signalling technologies such as ETCS (European Train 
Control System) delivering more capacity at lower cost; Plain Line 
Pattern Recognition reducing costs of inspection whilst improving 
fault identification and removing the workforce from a hazardous 
environment; or the use of mobile devices to allow access to 
a vast library of engineering content, asset information and 
technical standards whilst on site at a possession or away from 
a depot. Of course we all already use computers and computer-
based technologies in every aspect of our lives, not only to 
browse the Internet and email our families and colleagues, but 
also in the household appliances we rely on - our cars, mobile 
phones and the smart technologies that are transforming the way 
we consume and manage our utilities and services. 

The opportunities provided by greater adoption of 
computerised systems are vast. As these technologies become 
better connected, allowing individual systems to tap into a wider 
network of systems, services and data, we are able to exploit this 
technology infrastructure in all areas of the railway, to be better in 
every aspect than we ever could be without it.

With any great opportunity comes great risk. Our increased 
reliance on connected, computerised technologies means that 
we are dependent on a new set of tools, systems, hardware, 
software, skills and capabilities to keep the technologies, and as 
a consequence the whole rail system, working safely, efficiently 
and effectively. Interconnectivity and standardisation create 
systemic risk and the chance for a single point of failure to turn 
what would previously have been a localised, manageable 
incident into a nationwide loss of service. Examples of this have 
been seen in many industries; none more so than the financial 
services sector, where computer system or management process 
failures, which would historically have inconvenienced customers 
of a single branch, have led to incidents preventing all customers 
from making payments or withdrawing money from their 
accounts.

Cyber security is concerned with a related, but altogether 
different, type of opportunity and with a very particular risk. This 
is the risk of a deliberate, and in most cases targeted, attack 
against the computerised and connected technologies that we 
are increasingly reliant upon. As a direct consequence of our use 
of modern, interconnected technologies to drive opportunities 
for improved performance, safety, reliability and cost, we provide 
a greater opportunity for those individuals or groups who seek 

to achieve goals and objectives of their own by exploiting our 
systems for financial gain, political advantage, malicious harm 
- or just to have some fun and gain recognition in their own 
communities.

It is important to recognise that cyber security is not especially 
different from other security needs. We already make provision 
to protect our vehicles, our infrastructure, our premises and 
stations, our people, passengers and freight in the physical 
world, because we recognise that these items have intrinsic value 
and the potential to cause loss. Consequently we put in place 
measures to identify threats to them and put barriers in place—
sometimes literally, at other times figuratively—to protect against 
these threats.

Treating cyber security attacks as a risk to be evaluated, 
managed, mitigated or transferred, allows a pragmatic balance 
to be struck, between the opportunity to deliver a better railway 
through the adoption of enabling technologies, against the 
opportunity for known and unknown threats to have a negative 
impact on our railway and the many businesses that support it.

THE JOURNEY STARTS WITH THREAT 
ASSESSMENT
Establishing an effective response to cyber security risk requires a 
thorough and detailed understanding of the threats we are likely 
to face. Developing and maintaining this deep understanding of 
“threat actors,” the individuals and groups that might carry out a 
cyber attack, is based on identifying: 

• why they would do it (their motivation); 
• what skills, capabilities and tools they have at their disposal 

(their means);
• and what access they have to our systems to carry out an 

attack (their opportunity). 
This understanding allows a refined approach to be taken, 
balancing the cost of security controls against the actual rather 
than the perceived risk. This also allows a degree of flexibility 
to be provided so that controls which reduce the functionality 
or usability of a system, such as restrictions on content, remote 
access or complex sign-on, are reserved for those systems that 
are realistically likely to be targeted by an attacker, or can be 
turned on and off as the threat level requires.

The threat of cyber attack against the UK is assessed by the 
UK Government and the Security Services as a “Tier 1” threat, 
alongside war, terrorism and pandemic disease [ref. 1]. As part 
of the country’s CNI (Critical National Infrastructure), the railway 
delivers a key service with clear economic and social benefits. 
A cyber attack against the UK rail network could be seen as an 
attack against the UK, and therefore forms part of the case for 
cyber security being a government priority. 

Threats against the railway fall into a small number of actor 
types, each with their own means and motivation. Rather as 
in a game of Cluedo, these threats can be mapped to outline 
their relevance to the railway.  So “Professor Plum, in the dining 
room, using the candlestick, to settle an old score” becomes, 
“An organised crime cartel, compromises the eTicketing system, 
using a card cloning machine, to sell fake travelcards.” The 
opportunity for a threat actor to attack the railway successfully 
is also specific to each one, although there is a high degree of 
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commonality between all groups, for example through business 
Internet connections, remote access solutions, publicly available 
wireless networks and open system interfaces to fixed or mobile 
hardware such as USB (Universal Serial Bus) connections.

Tracking these threat groups, their individual capabilities 
and motivations along with their historic and current activities, 
requires diligent research, monitoring and analysis on a 
continuous or periodic basis. Whilst this can be done within an 
organisation using existing monitoring capabilities and publicly 
available information, the railway’s CNI status permits access to 
government intelligence sources, and provides a greater interest 
from security research organisations and academia in support 
of threat analysis. A detailed and credible assessment of threats 
helps to avoid developing controls and business cases for them 
based solely on an unsubstantiated fear of attack created by 
overzealous media and security organisations with a clear bias 
toward overstatement.

With a clear understanding of the threat actors who have the 
means and motivation to carry out a cyber attack against the 
railway or the many business that support it, the targets for 
an attack, and the levels of opportunity they represent, can 
be better assessed. The UK Government has defined cyber 
security as “The security of cyberspace,” with cyberspace being 
described as “An interactive domain made up of digital networks 
that is used to store, modify and communicate information.” It 
includes the Internet, but also the other information systems that 
support our businesses, infrastructure and services” [see Ref. 1]. 
With this definition in mind, a common view of what systems the 
railway cyberspace contains allows consistent scope to be used 
across the sector.

THE OPPORTUNITY WE PRESENT
The UK railway cyberspace is a complex system of sub-systems, 
so our “interactive domain” has to include systems such as: 

• rail control, power and SCADA (Supervisory Control and Data 
Acquisition); 

• asset management, traffic management and planning; 
• stations and customer information;
• remote condition monitoring, faulting and work management; 
• along with the vast array of information systems supporting 

our businesses such as payroll, procurement, HR, email and 
financial systems. 

Underpinning all these systems there is another level of 
complexity in the common technical infrastructure and 
telecommunications networks and services, without which every 
system would stand alone, divorced from the wider operational 
system.

The opportunity we present for cyber attack comes from our 
use of these technologies to automate and enable the railway 
and our businesses. This opportunity is provided by our need to 
allow local or remote access across networks that are accessible 
by threat actors, the use of standard communication protocols 
which threat actors have the means to exploit, the use of software 
languages and code that have known and unknown weaknesses 
or vulnerabilities and the use of system tools that allow wrongful 
use to harm the computing system and the railway processes 
they support.

Understanding the complexity of our systems landscape 
provides the basis for developing a complete view of the 
opportunities available to threat actors. However some 
simplification is necessary, for communication purposes and to 
prioritise focus and investment in areas of most risk. At a high 
level, systems can be divided into: 

• those that support the operation of the railway (operational 
technologies);

• those that manage information that supports the operation of 
the railway and the businesses that make up the rail industry 
(information technologies);

• and the systems that provide local and wide area 
communication (telecoms). 

An example of the railway cyberspace is shown in Figure 1.

This distinction is useful because it starts to categorise systems 
in terms of their rail purpose, giving an indication of their impact 
if compromised and informing the system security attributes 
(confidentiality, integrity or availability) that it is most important to 
protect. 

For operational technologies, the priority is typically to look 
after system integrity, in support of safe rail operation, followed 
by availability to support performance. Data or information 
confidentiality in operational technologies is rarely a priority, as 
transactions are in real time, but is a priority where operational 
systems rely on confidentiality of data to protect system 
integrity. An example of this would be the need to protect ETCS 
encryption keys to prevent unauthorised movement authorities. 
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Plant Control

Building 
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Condition 
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Access Control
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Automated Route 
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Figure 1 - Example railway cyberspace
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Information technologies tend to require a greater focus on 

confidentiality as data has a longer term value. Shift rosters 
and project plans may indicate where valuable assets might 
be stored, personal data may allow identity theft, and financial 
systems can be targets for fraud. 

Whilst confidentiality is often the priority for information 
systems, the trustworthiness of information to support rail 
operations is a key driver of cost and lack of available information 
can reduce the ability to deliver and plan work, increasing 
industry cost and reducing overall quality. 

Finally, telecoms systems need to be highly available to 
support operational and information technologies and effective 
communication between the individuals and organisations 
working together to deliver, operate and maintain the railway. 
Whilst availability is the primary concern for telecommunications, 
it can be important to have assured communications networks 
which can be relied on to deliver data that has not been 
tampered with or snooped on in transit, if the systems using the 
networks are not able to identify compromised data or secure 
transmissions over the network, such as through the use of data 
encryption.

A final consideration, when surveying the railway cyberspace 
to understand the opportunity it represents for the various 
threat agents previously identified, is the interconnectivity and 
proximity of systems and commonality of system users. As data 
is transferred on removable media, network connections are 
not the only access points for infiltrating a system. Using social 
engineering attacks through corporate email to convince users 
to divulge system access codes, and compromising information 
systems to gain access to operational system designs, provide 
means to carry out reconnaissance and to compromise systems 
where no opportunity is directly available.

REDUCING OPPORTUNITY AND LIMITING HARM
With a clear understanding of which threat actors have the means 
and motivation to carry out a cyber attack against the railway 
and the technology landscape that represents the opportunity 
for attack, it is possible to establish a structured framework of 
security controls that concentrates effort and cost on the controls 
that will be most effective at reducing the opportunity, removing 
the motivation or limiting the means of attack. This approach 
provides cost efficiency by focussing on controls that have the 
biggest “bang for buck” across the rail cyberspace. 

The rail industry has a long pedigree in developing controls 
frameworks, although that may not be the term used to describe 
the systems, processes, tools and techniques deployed to 
mitigate against threats such as cable theft, vegetation growth, 
inclement weather, asset degradation or skills shortages.

For cyber security, as with other hazards to the railway, a 
successful controls framework should implement measures to 
deter threats or hazards from attacking or causing harm to the 
railway, to prevent threats from carrying out a successful attack, 
to detect when an attack or hazard has arisen and to provide the 
means for an effective response to limit harm or the duration 
of loss. A security controls framework structured around the 
need to “Deter, Prevent, Detect and Respond to” cyber security 
threats will provide the greatest breadth of controls and the best 
opportunity for success.

Cyber security related risks stem from the use of interconnected 
technologies; but the controls framework should include not 
only technical controls within these systems or the deployment 
of technologies such as anti-malware, firewalls and intrusion 
detection systems, but also the management processes and 
capabilities required to provide sufficient deterrence, prevent 
successful attacks, detect system compromise and respond 

effectively. These are likely to include processes, such as supply 
chain assurance, employee vetting, segregation of duties, 
protective monitoring, controls testing and assurance, as well 
as physical security controls such as lockable equipment rooms 
and cabinets, CCTV monitoring and physically secured network 
interfaces. An example framework of controls based on the 
Publicly Available Standard PAS 555 is shown in Figure 2.

Whatever framework of controls and operating model for 
managing them is developed, it is important that it addresses 
the whole lifecycle of the systems within scope, assessing the 
need for and providing effective security, during strategy, design, 
development, build, operation, maintenance and change, and 
ultimately decommissioning.

An effective operating model will recognise the need to 
produce management information on the status of threats, 
opportunities, hazards and risk, and will also provide 
performance measurements for self-assessment of the framework 
of controls. This allows continuous improvement and flexing of 
controls to ensure that the most cost effective security solution is 
maintained.

It is common for organisations to start planning and 
implementing controls before a clear understanding of 
threats and technology landscape has been achieved and an 
encompassing framework developed. Whilst this is less than 
optimal, it is inevitable. Computerised technologies have existed 
for decades and have been designed, implemented, evolved 
and adapted to fulfil a growing recognition of the benefits 
that connected technologies can deliver. When formulating an 
overarching framework for cyber security controls, it is important 
to recognise the existing systems and controls that need to be 
upgraded, replaced or adopted and transitioned into the new 
framework.

IMPROVING CYBER SECURITY IS A SHARED 
CONCERN
Ultimately, mitigating the risk from cyber threats is a shared 
problem. Within the rail sector the infrastructure manager, train 
and freight operating companies and rolling stock companies, 
and the deep and broad supply chain that support the railway, 
have to work together as systems are shared, interconnected 
and interfaced. Outside the rail sector, the industries that form 
the UK CNI are interdependent. Transportation provides for 
the movement of materials, goods and passengers needed to 
support the other parts of the CNI such as the financial services 
sector, energy generation, food distribution and healthcare. In 
turn, without these same CNI industries, the UK rail system would 
rapidly become inoperable.

As cyber security is a shared concern, there are a growing 
number of standards that aid the design and implementation of a 
cyber security control framework.

• The ISO/IEC 2700x series, standards managed by the 
International Organisation for Standards and the International 
Electrotechnical Commission (ISO/IEC), provides a sound 
basis for establishing, implementing, maintaining and 
continually improving an information security management 
system, and has the advantage of being well matured 
and understood across all industry sectors, but it does not 
recognise the specific needs of operational technologies;

• ISA/IEC 62443 (formerly ISA 99), managed by the 
International Society for Automation (ISA), is a series of 
standards, technical reports and related information that 
defines procedures for implementing electronically-secure 
industrial automation and control systems, and has a clear 
relevance to the control systems used across the operational 
railway;
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• The UK Government developed Publicly Available Standard 
PAS 555 provides a framework for the governance and 
management of cyber security risk;

• Finally, the US National Institute of Standards and 
Technology (NIST) has produced and published a Cyber 
Security Framework which focuses on supporting CNI 
related organisations to create, guide, assess or improve 
comprehensive cyber security programmes.

In addition to standards for cyber security, a growing number 
of tools have been developed, including free-to-use schemes 
such as Cyber Security Essentials. This is being championed as a 
model for supply chain management, education and awareness 
programmes such as Get Safe Online, the Cyber Security 
Challenge UK and a variety of educational schemes including 
degree programmes, and the Cyber Security Information 
Sharing Partnership developed by the UK government to help 
businesses, particularly in the UK CNI sectors, to gain access to 
information on cyber threats and share it.

All these standards and tools have a lot to offer in helping to 
jump-start the development and implementation of a framework 
of controls for cyber security. Organisational preferences, culture 
and systems environment will influence which standard is best 
suited to an organisation.

EMBRACING MODERN TECHNOLOGY TO 
SUPPORT A BETTER RAILWAY
Cyber security in the railway is about balancing the need to 
embrace modern technologies against the opportunity these 
technologies represent for cyber attack. The benefits are 
substantial; improved performance, greater capacity, and better 
safety for passengers and rail workers, all while reducing whole 
life costs of the railway. But they should not be at the cost of 
uncontrolled and unacceptable increases in the opportunity 
to commit fraud, theft, vandalism, terrorism, espionage or 
international acts of war.

With an assured approach to cyber security, the UK railway 
can continue to embrace business enabling technologies in the 
modern, interconnected world, whilst protecting our customers 
and stakeholders and our people from avoidable risk.

REFERENCE
[1] UK Government Cyber security strategy; see

http://bit.ly/1eJJDMh

Figure 2 - Example framework of controls
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VIDEO POSITIONING

 INTRODUCTION
When George E. Smith and Willard Boyle invented the 
Charge-coupled Device (CCD), in 1969, I wonder if they realised 
that their invention would start a revolution in still and video 
photography which would render the film obsolete. 

The CCD is an electronic component capable of converting 
photons into electrons to produce a digital image.  

Then, in 1975 Steven Sasson, working as an engineer at 
Eastman Kodak, invented and built the first digital camera using 
a CCD image sensor.

The CCD forms a key component for collecting moving images 
too. 

Within the timeframe of a single generation, there are now 
estimated to be some 2.5 billion digital cameras throughout the 
world. Digital cameras are providing higher and higher definition 
from smaller, more powerful and cheaper devices in much the 
same way as computer processors have evolved since the 1980s 
according to Moore’s Law. They are integrated in all sorts of 
systems including computers, phones, cars, and, yes, trains too!

Advances in camera technology have resulted in the motor 
industry adopting visual odometers for vehicle guidance. So, 
if visual odometer technology is good enough for the motor 
industry, then why not for the railways too?

It was the technological evolution in video camera technology, 
alongside the ability to store the images in solid state mass 
memory that led Reliable Data Systems International 1 (RDSI), 
in 2006, to the belief that the technology was capable of being 
deployed to capture and process the image ahead of a moving 
train. RDSI was able to process small light and dark changes 
in the image in such a way as to establish the precise distance 
moved by the train: a train video odometer. 

The potential benefits of deploying video odometers on 
the railway are enormous. The technology could eventually 
result in eliminating the track circuit altogether and as a 
“go-anywhere” solution would not require anything installed 
trackside. Maintenance and renewals costs of train detection 
and positioning systems would be vastly reduced as well as a 
reduction in delays and track maintenance. 

The aim is to go back to the basic assumption that, like the 
track circuit, it should be possible to use what is available in the 
infrastructure to allow the train to position itself, but, using the 
video odometer, to modernise train detection and positioning 
and make it reliable and precise.

Track circuits can be several kilometres long and only indicate 
the occupation of a block.

RDSI believes that such an approach would be capable of 
providing the level of accuracy for train positioning sought by the 
railway industry, but hitherto impossible to achieve using only the 
150 year old track circuit technology.

LOCATING A TRAIN
For almost 150 years, detecting a train occupying a section of 
line has been achieved using various types of track circuit, and 
more recently axle counters. The principle of track circuits has 
never changed; an electric current passed through the rails is 

shunted by contact between the rails and the metal wheels and 
axles of a train. Each successive track section is isolated from the 
preceding one. 

The track circuit is an elegant and simple way to detect the 
presence of a train on a particular section of track, but the 
railways have thousands of track circuits in operation on their 
networks, and, according to recent figures from Network Rail², 
533 171 delay minutes were due to track circuit failures in 2013-4; 
5.6% of all delay minutes recorded. This represents a significant 
maintenance cost to the network operators as well as potential 
penalty claims by the Train Operators that suffer delays as a result 
of track circuit failures. 

THE VIDEO TRAIN POSITIONING SYSTEM (VTPS)
In this section I describe how the video odometer method of 
train detection and positioning works and how well it is expected 
to work. 

The aim is for the video odometer to provide an alternative to 
the track circuit; but to do so it has to fulfil the following principal 
user requirements:

1. It has to provide a degree of accuracy that allows train 
position to be determined within a few metres on the route 
(along the track) as well as on a specific track (when the train 
deviates at a junction).

2. It has to work everywhere on the railway and provide 
interoperability under European Rail Traffic Management 
System (ERTMS) performance requirements (“Go-anywhere”).

3. It has to perform with a high degree of reliability and 
availability and needs to be easy to maintain and quick to 
replace should it fail.

4. It has to work in all light and climatic/weather conditions 
(day/night, tunnels, cuttings, sub-surface and underground; 
rain, snow-covered, hot, cold) and at high speeds as well as 
withstanding the shock, vibration and hostile electromagnetic 
compatibility conditions present in locomotives and trains.

5. It has to be able to correct any cumulative error using existing 
trackside infrastructure for which absolute position is known.

6. It needs to be easily retro-fitted to existing trains and 
locomotives with minimal modification to the train.

7. Operational safety in use is essential, there has to be an 
automatic fall-back position system (integrated with GPS) 
under fault conditions or so-called “Degraded Mode”.

The key to the accuracy of positioning the train lies in the way 
the collected image is processed to determine the speed and 
location of the train. Fitted with night and day capability, accurate 
speed and location can be determined everywhere on the 
railway, in all lighting conditions including tunnels, deep cuttings 
and heavily built up urban areas. It is also capable of track 
discrimination. 

Depending on the particular application, the location precision 
required may differ; for instance, the use of a positioning system 
to provide data to the train to stop at a station for door opening 
is more demanding than its use to provide passengers with 
information about progress along the route. 

Trains, as single degree of freedom systems, are much more 
constrained in movement than, say, road vehicles so, for normal 

Video Positioning - Looking out for you
By Michael Watkins, CEng MIET FIRSE
Reliable Data Systems International
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railway operation, the requirement is broadly one dimensional, 
except where curvature of the track must be taken into account 
or for a turn off at a junction to another route. 

The VTPS camera unit (Figure 1) is mounted behind the 
windscreen of a train and the image is collected from 
immediately ahead of the train.

WHAT THE CAMERA “SEES”
The raw image is not, in fact displayed anywhere in the train, 
the illustration given here is to demonstrate how VTPS works. 
Normally, the data is passed to the processor in order to provide 
the mapped data with the position changes. What the camera 
“sees” is shown in Figure 2. This is called the “warped” image.

In order to obtain the precise measurement of position the 
distance travelled and time taken by the camera across the 
image, it is “unwarped” to obtain the view shown in Figure 3 that 
appears to place the camera pointing vertically down towards the 
track. By sampling a large number of pixels from the unwarped 
view of the track and comparing successive frames it is possible 
to obtain very accurate measurements of movement and time to 
generate relative position from a known absolute point.

In order to obtain absolute position, a complete map of the 
railway (similar to GPS maps used in satellite navigation systems) 
is integrated with VTPS to provide a self-contained “go-
anywhere” train positioning system.

TRAIN DETECTION
Whatever positioning system is deployed the process of train 
detection must ensure that no train is allowed to enter a given 
section of the line until the preceding train has cleared it. Railway 
operators would like to see track circuits removed as much 
as possible, since they are expensive to install and maintain. 
However, the accurate positioning and movement of trains still 
needs to be known from a highly reliable source, in order to 
provide the basis of fail safe operation of the signalling systems 
and maintaining safe separation of the trains. 

HOW FAR HAVE WE GOT?
The table in Figure 4 shows the initial stages that need to be 
followed to deliver a product that provides a high degree of 
“technical readiness”. There then follows a lengthy period of 
testing and trials that the railways demand to demonstrate 
reliability in operation before finalising the requirements 
specification in advance of production.  

TRIALS OF VTPS
RDSI carried out trials of operation of the system while the 
technology was being proved in extreme conditions, including 
electromagnetic compatibility, temperature, shock and vibration 
testing under laboratory conditions.

Figure 1 – VTPS Prototype Camera unit installed for trials in a 
c2c Class 357 driving cab

 

 

Figure 2 – What the camera “sees” the warped image ahead of 
the train

Figure 3 – “Unwarping” of the image
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VIDEO POSITIONING

The Video Train Positioning System is now undergoing a 
12 month period of continuous running in a Class 357 train 
to demonstrate reliability. Good co-operation from the train 
operator c2c is ensuring the data is regularly collected from the 
test running on the trial route, the London, Tilbury & Southend 
line from Fenchurch Street. The installation can be seen in 
Figure 5.

Investment has been has been awarded to develop and 
demonstrate further applications for the system. 

Initial results with the pre-production prototype are encouraging 
and RDSI is expecting to publish the trial results in 2015 and first 
commercial systems to be available by 2016.

If you are interested in more information RDSI has a web site at 
www.rdsintl.com

REFERENCES
¹ Reliable Data Systems International (RDSI) is a start up 

company in 2006, to develop innovative technology for railway 
applications.

² Network Rail Annual Return 2014
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Figure 5, VTPS installation in Class 357 “Electrostar”. 
Left, camera unit at the bottom centre of the window. Right, control unit in the lower centre of the photo.
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INTRODUCTION
Microprocessors found their way to railway signalling systems 
in mid 1980s after more than a decade of their invention. In 
fact we skipped various intermediate phases of development of 
technology between relays and microprocessors, like vacuum 
tubes, transistors and Integrated Circuits. Perhaps the fast 
developing technology did not provide sufficient time for the 
development of suitable techniques for their safety application. 
The Microprocessor was adopted in railway signalling, only after 
its successful use in other routine areas and development of 
suitable Fault Tolerance techniques for ensuring safety.

Microprocessors have become much more complex and difficult 
to test now, and the system designers should know the possible 
faults so that they may apply suitable fault tolerance techniques 
to counter them. In this paper, the focus of attention is to the 
possibility of design faults in the microprocessors, challenges 
posed by introduction of performance enhancing features of the 
modern microprocessors, and their mitigation measures. 

POSSIBILITY OF DESIGN FAULTS IN THE 
MICROPROCESSOR CHIP
Possibility of design faults remaining in the microprocessor chip 
at the time of its release into the market cannot be ruled out. 
Testing of the microprocessor takes long time and perhaps the 
commercial constraints and fast obsolescence of the technology 
do not permit its full testing before release; testing generally 
continues after the release, and the bugs are fixed for the next 
version.

The Floating point division bug of Pentium released in 1993, 
reported in the website of references [1] & [2] is an illustrative 
example of a design fault in a microprocessor detected after its 
release in the market. 
Redundancy techniques for mitigation of such design faults 

have been discussed in the later sections of this paper.

POSSIBILITY OF UNPREDICTABLE BEHAVIOUR
The Pipeline mechanism of the modern microprocessor [2], which 
has been incorporated for performance enhancement, much 
needed in the areas of communication, signal processing, etc, 
pose threat to the design of safety critical systems. The pipeline 
mechanism consists of features like:
• parallel execution: more than one instruction is executed in a 

given cycle;
• out of order execution: when an instruction takes long 

time for execution, or has encountered a cache miss, other 
instructions, which do not depend on the result of the subject 
instruction, are executed in the mean time;

• speculative execution: a most likely branching is allowed 
to take place tentatively even before the result of the 
comparison is available.

Theoretically and as per the design of the microprocessor, these 
features are transparent to the programmer, nevertheless, they 
give rise to:
• non-deterministic behaviour of the microprocessor;
• difficulty in detection of hardware faults in the processor;
• problems in worst-case execution time analysis.

Use of Cache memory is another source of non-deterministic 
timing and care should be taken to consider the cache misses 
while conducting the worst case execution time analysis.

MITIGATION MEASURES
The problems mentioned above relate to systematic failures. In 
general, suitable mitigation techniques have been recommended 
in CENELEC 50129: 2003 [3] in Annex E to counter the 
systematic failures. However, these techniques deal with 
mitigation of the systematic failures at the micro design level. In 
this section, we describe architecture level mitigation for these 
problems.

As far as mitigation for the Design Faults in the Microprocessor 
Chip is concerned, the popular hardware redundancy 
architectures – 2oo2, 2oo3, (two out of two, two out of three) 
etc. using identical hardware, which are good to counter random 
failures, will not be helpful; these will result into common mode 
failures. Software diversity provides somewhat more promising 
solution, as the two versions of software are likely to produce 
different results if inverse data and inverse logic have been used 
for the two versions, but there is no guarantee that they will react 
in a diverse manner in all situations.

The appropriate solution for this issue is the use of diverse 
hardware, which will avoid common mode failure due to design 
defect in one of the constituents. Use of diverse hardware 
redundancy poses problems of synchronisation between the 
different hardware units though. Normally in the multiple 
hardware solution, the hardware units are tightly synchronised. 
This is possible only if identical hardware and software are 
employed. If diverse hardware is used, the hardware units will 
have to be loosely synchronised and the outputs will have to 
be compared only after complete system cycle. Moreover, the 
outputs of the different units will not be generated at the same 
instant time. These issues need to be addressed in the design.

For mitigation of failures on account of unpredictable behaviour 
of the microprocessor due to the Performance Enhancement 
features, both hardware redundancy as well as software diversity 
will serve the purpose.

CONCLUSION
Microprocessors are complex devices which are difficult to 
test thoroughly before use. Moreover, the microprocessors of 
today are no more the same simple and scalar devices in which, 
instructions were executed sequentially without any optimisation. 
The performance enhancement features introduced in the 
modern microprocessor makes the testing and verification 
difficult. The paper has addressed the mitigation of failures of 
safety signalling systems due to faults in microprocessors as well 
as their unpredictable behaviour on account of the performance 
enhancement features. Hardware diversity is the only technique 
by which, these faults/issues can be addressed.

REFERENCES
1. Statistical Analysis of Floating Point Flaw: Intel White Paper.   

http://intel.ly/1rGM3rF
2. Iain Bate, Philippa Conmy, Tim Kelly and John Mc Dermid; 

“Use of Modern Processors in Safety-Critical Applications”; 
The Computer Journal, BCS, Volume 44, No. 6, 2001.

3. CENELEC 50129:2003 “Railway applications – 
Communication, signalling and processing systems for 
Signalling”.
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Tackling Faults in the Microprocessor Chip
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INTRODUCTION AND SUMMARY OF CONTENT
Sustainable urban master planning, renewable sources of energy 
generation, low emission strategies, and building of mass transit 
systems like railways are being implemented in many countries 
globally. Indonesia is one of the many countries investing heavily 
and building such systems.  

The densely populated Jabodetabek (Jakarta, Bogor, Depok, 
Tangerang, Bekasi) metro region in Indonesia has a commuter rail 
network which is an important part of the transportation system 
of the region. Over the past decade, the region’s population has 
rapidly increased, and consequently the travel demand. However, 
the rail network has not been developed to cater the increasing 
demand. This rail network has been operating with the UK 
designed Computer-Based Interlocking, SSI, system for almost 
20 years and most of these assets are operating either at the end 
or beyond their operating life. It has become a challenge for the 
authorities to renew or upgrade the signalling system to enhance 
capacity without affecting the operating reliability and availability.  

The authorities are looking for amicable solutions to this 
challenge. In order to facilitate this, IRSE Indonesia section 
organised a neutral platform for the interaction of stake holders 
and signalling system experts, both vendors and non-vendors. 
Different vendors and experts across the world participated in 
this workshop. As an expert in signalling systems and a non-
vendor, the author was invited to present his view point detailed 
in this article. 

This article bares down the importance that core areas of 
expertise and domain knowledge in signalling engineers need 
to be enhanced and synchronised with the systems engineering 
approach to obtain sustainable solutions and derive maximum 
efficiencies from the railway. It outlines different approaches for 
enhancing and augmenting the capacity and effectiveness of the 
current railway network of Jabodetabek, with the perspective of 
improving the signalling system, by adapting a complete systems 
engineering approach.  

The article starts with an overview of the Jabodetabek urban 
region and analyses the current state of the infrastructure 
through SWOT method (Strength, Weaknesses, Opportunities, 
Threats). It mentions how an incentivised and well-managed 
railway could persuade commuters to switch from other modes 
of transportation to the railway, and consequently derive the 
potential benefits in terms of improvement in economy, reduction 
in pollution, increased efficiency and comfort in travelling. 

The next section contains a description of the stages of 
economic movement that are concerned with the need for 
assessment of optimisation in the existing infrastructure and 
inclusive development of both rural and urban regions by 
providing access to public transportation systems.  

This is followed by some technical details of the state of the 
current railway system and its shortcomings in Jabodetabek and 
surrounding areas are depicted.  

As per the future vision and plan for the Indonesian Railway 
upgrade programme, charted out by the authorities, key 
suggestions are made for effective railway improvement, 
management and capacity enhancement through system-wide 

optimisation, incentivisation, setting up of required organisational 
structures, regulatory bodies, planning and implementation 
machinery.  

Later, a description of the 4Cs approach (Costs, Capacity, 
Carbon footprint, Customer satisfaction) for achieving objectives 
of a modern rail transport system is provided. Six key themes 
that require attention during the development stage before the 
detailed design to avoid any issues after commissioning are 
later discussed along with a Whole System Management Cycle, 
System Interface Approach and Systems Approach. 

Three main underpinning areas for a sustained railway growth: 
innovation, systems approach and identification of future needs 
and developing skills, competency, expertise and managing them 
are described. Simulation and Modelling as an effective tool for 
supporting such a sustained growth in a cost effective manner is 
elucidated.  

Towards the end, a holistic approach that includes complete 
integration and demonstration for achieving the required 
objectives for deriving the required capability and maximum 
benefits is depicted with the conclusion provides key 
recommendations as a view point. 

OVERVIEW OF JABODETABEK
Jabodetabek is a bustling urban centre, formed by the 
conglomeration of surrounding urban centres and regencies of 
Jakarta, Bogor, Depok, Tangrerang and Bekasi. With a population 
of around 28 million people, Jabodetabek is one of the biggest 
and most densely populated urban centres in the world.  

The chief mode of transportation in this region is mainly 
by road. With the increase in migrating population from 
neighbouring regions and increasing urbanisation there is an 
ever demand for travel. More vehicles are being added on to 
the roads, which have limited scope for expansion in capacity. 
As a consequence, the region is reeling with the following 
infrastructure issues:

• Only about 40% of the total average travel time is actual 
movement;

• The speed of vehicles went down 25% from 26 km/h to 
20 km/h;

• The number of motorcycles has increased three-fold;
• Clear air in Jakarta only exist for few weeks in a year;
• Only 43% of private vehicles and 18% public transport 

vehicles meet the requirements for exhaust emission;
• A total of 47% of the population spent about 20% of their 

income on transportation costs and another 16% spent about 
30% of their income on transport alone;

• Economic losses due to inefficient transportation system 
are estimated to be Rp 5.5 trillion/year and due to poor air 
quality Rp 2.8 trillion/year. 

Even though the region is served by a commuter rail network, the 
current capacity is inadequate with increased demand. 

INDONESIAN UPGRADES

Challenges of Upgrading Jabodetabek Railway
By Buddhadev Dutta Chowdhury
Radharani Rail
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SWOT ANALYSIS ON THE CURRENT 
INFRASTRUCTURE ISSUES OF JABODETABEK
Analysing problems using SWOT method and Simulation 
Techniques are very useful in identifying current issues and 
potential solutions.  

The effectiveness of such an assessment must be driven by 
involving people from all disciplines and knowledge groups 
across the railway, especially people from both railway operation 
and maintenance: 

• Sponsors and Investors; 
• Infrastructure controllers; 
• Government; Railway Regulators; 
• Local planning authorities;
• Railway Operators and Maintainers;
• Signalling and Control System Experts;
• P-way Experts;
• Civil Experts; 
• Telecommunications Experts; 
• Energy Efficiency Experts;
• IT experts;
• Environment experts; 
• Health & Safety experts.

Figure 1 shows a SWOT analysis on the Jabodetabek urban 
region.  

Traffic in Jabodetabek is threatened to experience massive 
congestion and possibly total gridlock, if capacity and 
effectiveness of urban movement with rail-based public transport 
are not built. In order to switch road users into rail mode of 
transport requires investments, value for money to customers and 
journey time savings. 

Figure 2 shows the potential to attract the customers to use 
railways for transport. Rail mode of transport offers quick, 

comfortable, reliable, environment-friendly and efficient journeys, 
saving journey times and providing socio-economic benefits with 
increase in revenue. 

The current share of the Railway mode of transport is shown in 
Figure 3 overleaf. Railways are very efficient and effective as a 
mass transit system. Building a rail-based public transportation 
system requires building a modern, larger, and a very efficient 
Jabodetabek railway network.  

The current Jabodetabek railway network shown in Figure 4 
overleaf requires extending, capacity increase and drastic 
improvements in service quality.  

The following points highlight the current status:

• In the past 5 years there has been a consistent increase 
in railway users, i. e. from about 142 million in 2007 to 
160 million in 2012; 
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INDONESIAN UPGRADES

• About 9% of the national total passenger transportation 
is by trains. In line with that, productivity should also have 
increased from roughly 15 billion passenger-km to 22 billion 
passenger-km in recent years;

• Only about 4% of total commuters travel from the area of 
Tangerang and Bekasi to Jakarta city centre by train and 18 
percent of the commuters come from Depok-Bogor. Most 
commuters use personal vehicles including motorcycles;  

• Recent increase in the number of passengers due to rapid 
urbanisation of Jabodetabek. The travel needs of the huge 
number of commuters are also a major contributor of national 
economy; 

• Several studies and surveys conducted are of the conclusion 
that in the last few years, the problems of the limitation of 
mobility of people and vehicles in the Jabodetabek area 
have grown increasingly severe; 

• Projected population of Jabodetabek and the possibility 
of a drastic improvement of the economic mobility of 
the population require the government to act quickly 
and accurately.  

STAGES FOR ECONOMIC MOVEMENT
The scales, magnitudes, and complexities of the economic 
movement in the Jabodetabek have become very abstruse, 
and therefore the solution needs to be radical, although 
implementation can be done in stages as described below:

Optimization of Existing Infrastructure Needs to 
be Assessed
The infrastructure must be modified or altered to meet the 
increasing demand or the system will eventually degrade 
and become unreliable. 

Facilities for interchange, passenger flow analysis, 
timetable, and headway simulations will identify the 
underpinning problems with the existing infrastructure. 

Railway needs to be regulated to monitor the punctuality 
and overall performance to satisfy the end user 
requirements. 

Upgrading or optimising the signalling system alone will 
not serve the current or future demand. A whole ‘system-
wide’ approach is required in order to ensure that interfaces 
and dependencies are aligned to move passengers from 
A to B. 

Rural and Urban Development can only take Effect 
upon having Access to Public Transport System
This will enable migration of populations, new housings, schools, 
private sector investments, job opportunities etc. 

Rail access is the hub of the transport system and interchanges 
to other networks.  

When an investment is made to improve infrastructure, the 
interchange, access & egress facilities for the end user must be 
considered from a ‘system-wide’ viewpoint.  Undertaking SWOT 
analysis for each situation plays a vital part in identifying and 
specifying the requirements. 

To be continued

Figure 3 - Rail Traffic Share in Passenger and Freight Markets

Figure 4 - Current railway network in Jabodetabek
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FALLBACK SIGNALLING

Fall Back Signalling for Communication Based 
Train Control - Luxury or Necessity? 
By Yog Raj Bhardwaj, IRSSE (ex.)

BACKGROUND
A safety critical system or component generally requires that in 
event of a failure, the system must revert to a state that is known 
to be safe.

However, with regard to this, a report to the British Railways 
Board, has pointed out that:

“The application of the fail-safe principle often results in trains 
being stopped, to the detriment of overall performance and 
service to the customer. It also results in human intervention and 
the probability of human error that, overall, results in a reduced 
level of safety.

Consideration of the risks of the traditional approach indicates 
that human intervention can reintroduce many of the risks that 
the close down of the failed system is presumed to eliminate.

The safest possible system requires a significant change to the 
traditional trade-off between signalling equipment safety and 
the quality of service. This change must be in the use of new 
technology in two distinct areas, the increased availability of 
systems and the support of operations under disturbed or failure 
conditions, giving greatly improved operational availability

The signal engineer must recognise that safety is but one 
important feature that must not be pursued to the exclusion 
of all else. When a train is stopped by a failure it may be safe, 
but no longer satisfies the expectation of the customers. Even 
the level of safety cannot be taken for granted because human 
intervention to get traffic moving again will almost certainly 
reduce it.”

Further, a substantial number of accidents on rail road industry 
are attributed to Human Error. This is the key reason for all stake 
holders including equipment manufacturers, operators and 
organisations to adopt automation, so as reduce dependency on 
human/manual intervention, to the extent possible, in Railroad 
Operations, Metro and Main Line, under normal and abnormal 
circumstances both.

It is with this back ground viz. reduction of human intervention 
and fast recovery to normal operations, in event of any failure, 
particularly in Mass Rapid Transit System (MRTS) operations, that 
this paper on Fall Back Signalling systems has been envisaged.

INTRODUCTION
With proliferation of Communication-Based Train Control (CBTC) 
Signalling and Train Control systems in Metro Railways (MRTS), 
provision of Fall Back Signalling system in conjunction with the 
primary CBTC based Signalling system has been a subject of 
debate and bone of contention, with arguments, both, for and 
against it.

CBTC based Signalling System with its inherent design localises 
the trains using on-board devices (tachometer and Doppler radar 
system) in conjunction with trackside based normalising points 
(balises) and transmitting the position information to the Zonal 
Controllers (ZCs) using wireless communication (Radio / Coaxial 
Cable) set up between the Trains and Wayside equipment.

If communication between the train and way side signalling 
equipment (ZCs) is lost, the signalling system loses track of the 
train(s) which in technical parlance is termed as the “train being 
delocalised”. As the name suggests, the signalling system under 
such circumstances is not able to localise the train or loses track 
of the train and the system on safety considerations, immediately 
applies Emergency Brakes (EB) to the affected train(s). This 
phenomena of delocalisation of train(s) results in serious 
disruption in operational services.

Extent of operational disruption due to such failures, depends 
on the type of failure(s). The operational disruption will be 
minimal, if the failure is limited to only one train or alternatively if 
there is a failure of ground equipment it can affect all trains in a 
particular Zone, resulting in a major operational disruption.

It may be clarified here that the concept of Fall Back Signalling 
is relevant to CBTC based signalling systems only and not 
Distance to Go (DTG) based signalling systems, which do not 
have the concept of Fall Back Signalling, due its inherent design, 
as is explained later.

CBTC based systems, with their inherent design can support 
very high level of traffic, with headways as low as 60-90 s. 
Therefore, the enormity of operational disruption due to 
any failure in such a high density traffic scenario can only be 
experienced rather than imagined.

So as to minimise operational disruptions and safety 
repercussions due to such failures and also fast recovery 
to normal operations, provision of Fall Back Signalling with 
secondary train detection in conjunction with a secondary train 
protection system comes to rescue of Operators.

FACTORS NECESSITATING PROVISION OF FALL 
BACK SIGNALLING AND DETECTION SYSTEM
As detailed above, CBTC based Signalling system, localises trains 
through Wireless Communication (Radio or Co Axial Cable) set 
up between trains and ground equipment. In the unlikely event 
of failure of this Wireless Communication (either train borne 
or wayside ) or the train borne positioning system, Fall Back 
signalling and the secondary detection system continues to 
localise the train(s) using track based equipment, i.e. Track 
Circuits or Axle Counters albeit with an accuracy dependent on 
length of Track Circuit or Axle Counter section. Notwithstanding 
other factors, theoretically, headway which a Fall Back signalling 
system can support would depend on the length of secondary 
train detection sections (either Track Circuit or Axle Counters) of 
the Fall Back Signalling System.

With this background, nuances of Fall Back Signalling, its pros 
and cons are discussed as under:

From perspective of most signalling suppliers, so as to make 
CBTC based signalling systems more financially attractive, 
provision of a Fall Back Signalling system is not considered a 
necessity, primarily on account of high reliability of their CBTC 
based signalling systems, which is claimed to be in range of 
Five 9s.
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However, notwithstanding their claims, Fall Back Signalling 

caters to not only failures of CBTC equipment but many other 
operational and technical scenarios as detailed below:

Mixed Mode Traffic 
As the name suggests, Mixed Mode traffic can be defined as 
train traffic consisting of a mix of equipped Trains and non- 
equipped trains with respect to train borne CBTC equipment on 
a traffic section. 

Considering that the CBTC system, as a technology, can 
support headways of up-to 60 s, it would not be very prudent 
to consider provision of Fall Back Signalling, only to support 
mixed mode traffic as it would be practically unlikely that any Fall 
Back signalling design would support such low headways under 
normal operational conditions. This degradation of headways 
along with other operational complications arising out of mixed 
mode traffic would thus defeat the whole purpose of providing a 
headway-efficient CBTC based signalling system.

With this background, it can safely be considered that no 
CBTC based metro system, is designed to support mixed mode 
revenue services under normal traffic conditions.

Yes, the scenario of Mixed Mode traffic can be considered 
for the transition period of a Signalling System viz. from DTG 
to CBTC based. Under these conditions, the commissioning 
plan of the CBTC system shall be so designed so as to allow 
operation of trains equipped with both CBTC based system and 
also trains (rolling stock) not yet modified/provided with the new 
CBTC based systems and still equipped with the existing DTG 
signalling systems. A suitable interface, between the existing 
Automatic Train Protection (ATP) system and the new CBTC 
system along with necessary Standard Operating Procedures 
(SOPs), will however have to be developed so as to enable 
operations of both types of trains during the changeover period.

This arrangement of mixed mode traffic working shall be 
planned only for the intermediate changeover period, till all the 
trains are equipped with CBTC based trainborne equipment. One 
fact however is brought out that, this case of mixed mode traffic, 
is an example of equipped trains but with different technologies 
and not un-equipped trains.

Mixed Mode traffic however can also include operation of 
un-equipped work trains on the main line albeit during White 
Hours (non-operational period) and also in exigencies during 
operational hours. Contribution of Fall Back Signalling system for 
supporting such mixed mode traffic scenarios shall be discussed 
in subsequent sections.

Failure of Equipment 
A CBTC based signalling system broadly consists of ZCs, 
Automatic Train Supervision (ATS), Radio (both on-ground and 
Train Borne), Train Borne Automatic Train Operation (ATO) and 
Automatic Train Control (ATC) systems. Failure scenarios in a 
CBTC based signalling system can therefore predominantly be 
attributed to following:

Failure of Train Borne Equipment (De-localisation of 
train)
Train Borne equipment which has direct repercussion on train 
operations broadly consist of Radio, ATC and ATO systems. 

While adequate redundancy is built in these systems to avoid 
any repercussions due to a single point failure, but a failure in 
any of these systems would eventually result in application of 
emergency brakes with the train coming to a halt. 

Plausible effects of Failure of various Trainborne Systems would 
be:

• Automatic Train Control (ATC) – EB application, manual 
intervention;

• Automatic Train Operation (ATO) – Plausible EB application, 
manual intervention;

• Radio System - EB application, train gets delocalised.

While in case of failure of the train borne ATC / ATO systems, the 
train is immobilised (EB application), but it is possible that the 
train remains localised (Zonal Controller may be aware of the train 
location), but in case of failure of the trainborne Radio System, 
the train gets delocalised and does not receive information 
pertaining to Movement Authority from the Zonal controller. 
However in both cases, the Movement Authority, not available in 
one case and not processed in other case, is not acted upon by 
the trainborne systems.

In such type of localised failures, while only a particular train is 
affected, but all subsequent following trains are also operationally 
affected resulting in major operational repercussions due to 
operational ripple effect in the complete system.

Failure of Way Side Equipment (Radio, Zonal 
Computers)
In event of failure of wayside equipment (Radio Systems or 
Zonal Computers ), the failure is considered to be much more 
catastrophic, as all trains under control of the defective Zonal 
Controller or the Radio System are affected and come to an 
immediate halt by application of Emergency Brakes.

The contribution of Fall Back Signalling in recovery of 
operations under such failure scenarios is significant and is 
discussed in subsequent sections.

Broken Rail Detection
Fall Back signalling, if provided, using track circuit based 
secondary detection, can also be used for broken rail 
detection. However, because of the intricacies involved in rail 
fractures, which at times do not result in complete break/crack 
(discontinuity) of tracks, broken rail detection using track circuits 
is not 100% fool proof or reliable.

Accordingly, broken rail detection using a track circuit based 
secondary detection based Fall Back Signalling system at best 
can be considered as a value added service/by-product of such a 
Fall Back signalling system. 

Thus Broken Rail Detection should therefore not be considered 
as the primary reason / justification for providing the track circuit 
secondary detection based Fall Back signalling system.

Safety Considerations
As discussed above, Failure Recovery is one of the main 
considerations for providing Fall Back signalling systems. As 
detailed above, occurrence of any failure in the CBTC equipment 
which results in loss of data transmission or de-localisation of 
train, results in application of Emergency Brakes and invoking of 
special SOPs, which require human intervention including driving 
the train under manual control.

Accordingly, application of the fail-safe principle often results 
in trains being stopped, which is to the detriment of overall 
performance and service to the customer. It also results in human 
intervention in train driving, which results in a reduced level of 
safety.
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Consideration of the risks of the traditional approach therefore 
indicates that human intervention can re-introduce many of the 
risks that the closing down of the failed system was presumed to 
eliminate.

In view of the above, Fall Back signalling should be so provided, 
so that human intervention, if required, is minimised to the extent 
possible thus ensuring minimum reduction of Safety levels.

Further, one of the Unique Selling Propositions (USPs) of the 
CBTC based system is the reduced number of trackside assets 
which plays a substantial role in increasing the reliability and 
availability of a CBTC system and also contributes to reduction 
of the cost. Therefore, it is assumed that provision of Fall Back 
signalling system would increase the track side assets thus 
contributing to a fall/decrease in overall reliability availability and 
maintainability of the CBTC based signalling system along with 
increase in the cost.

While the above statement is theoretically correct, however the 
configuration of the Fall Back Signalling System can be such that 
its failure does not have any repercussion on the reliability and 
availability of the CBTC based signalling system. 

How can we achieve this will be detailed in subsequent sections 
while discussing details of the proposed Fall Back Signalling 
system.

Technology Evolution
It is a known fact that CBTC based technologies, being relatively 
new, are being continuously evolved, both with respect to 
reliability, advanced technology as are also additional features. 
Therefore with the passage of time reliability of CBTC signalling 
systems are likely to improve further and development of new 
features would make operations less dependent on SOPs or 
requiring any manual intervention in unlikely event of a failure.

Such features, among others, which can assist in fast recovery 
due to a failure in the CBTC system can be, auto restart of the 
failed system, auto localisation/discovery of a train in event of 
recovery of a failed system.

Provision of Fall Back signalling can therefore be considered to 
be revisited in future once the CBTC system develops / matures 
further taking care of the existing deficiencies / short comings.

Cost Consideration
CBTC based signalling systems are considered cost competitive 
as compared to DTG based systems both on capital and 
maintenance cost considerations mainly on account of 
requirement of less track side equipment.

With provision of Fall Back Signalling resulting in more track 
side assets, the advantage of low capital cost and also low 
maintenance costs are somewhat breached resulting in the 
CBTC systems losing the advantage of low initial capital as also 
subsequent O & M costs and therefore on its USP of low life cycle 
costs.

VARIANTS OF FALL BACK SIGNALLING 
Before considering all the above factors which play a major 
deterministic role on deciding on provision of a Fall Back 
signalling System, the following paragraphs bring out possible 
variations of Fall Back Signalling systems which can be provided 
in conjunction with a CBTC based signalling system:

Fall Back Signalling with Secondary Train 
Detection Only 
This mode of Fall Back Signalling, provided only at Points and 
Crossings, would prevent movement of points and crossings 
under non-CBTC detected trains. The safety is ensured only to 
the extant of prevention of derailments due to movement of 
points and crossings under non-CBTC detected/equipped trains.

This protection can also be extended to the approach of the 
point and crossings. This would therefore provide an approach 
locking of the Points in the face of an approaching of a 
non-CBTC detected/equipped train. This system in conjunction 
with a track side point indicator can inform the Train Operator of 
the non-CBTC detected train of the position of the Point and also 
whether it is locked or not.

The Fall Back Signalling System can further be extended to the 
complete main line system which would enable detection of a 
Failed/non-equipped train on the complete main line section 
along with the feature of track locking of all points and crossings 
on the main line.

Provision of the above variants of Fall Back signalling systems 
would prevent movement of Points and crossings under the 
movement of failed trains and also provide occupation status of 
the section to the Controller. 

However, as operations under such failure scenarios would be 
manual, a Fall Back Signalling, per-se, would not prevent entry of 
a failed/undetected train in an unsafe area or at an unsafe speed 
and the safety would depend completely on the Train Operator 
along with his adherence to special SOPs. 

Thus manual intervention of Train Operators (TOs) for train 
operations under failure conditions with no automatic protection 
against over speeding/Signal Passing at Danger (SPAD) therefore 
defeats the basic principles of Safety.

Fall Back Signalling with Secondary Train 
protection
While provision of Fall Back signalling (detection only) prevents 
entry into a restricted zone or movement of points under moving 
trains, safety is compromised to the extent that prevention of 
over speeding or entry into an unsafe zone is totally manual, 
dependent on the Train Operator. 

The solution to this is provision of a basic form of secondary 
ATP in conjunction with Fall Back signalling which would ensure 
protection against over-speeding as well as passing a signal at 
Red.

With this philosophy, it can be safely assumed that a basic level 
of safety is ensured even in the unlikely event of failure of the 
CBTC system with Fall Back Signalling system taking over in a 
seamless manner. 

EFFICACY OF VARIANTS OF FALL BACK 
SIGNALLING SYSTEM
Having discussed various scenarios which would require provision 
and also variants/composition of the Fall Back signalling system, 
efficacy of the proposed Fall Back signalling system is described 
below:

Fall Back Signalling with Secondary Train 
Detection Only 
While provision of only Fall Back Signalling system would 
provide basic interlocking protection functionality along with 
assistance to the Controllers in OCC to continue locating the 
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affected train, albeit only on track/axle counter sections, it would 
not assist much in restoring/normalising train operations as the 
affected train will have to be driven under manual control (RM) at 
restricted speed with a maximum of 15 km/h.

Even if the normal headway of the metro system is such that 
normally only one train is available in a section, then also even 
though the controller is aware that there is no train in the section 
ahead of the affected train, the un-protected train cannot be 
authorised to run at a higher speed because of non-availability of 
the ATP system in Fall Back mode of operation.

This mode of Fall Back operation, while it would mitigate the 
effect of failure to some extant only, i.e the Controllers being able 
to track the affected train along with basic interlocking safety, 
it will not assist much in mitigating the resultant operational 
repercussions due to such a failure.

Fall Back Signalling with Secondary Protection 
In continuation of the above, consider that the Fall Back 
signalling on the ground is augmented/complemented with 
a basic level of secondary protection of the train consisting of 
automatic warning and automatic braking of the train depending 
on the aspect of line side signals. This variant of Fall Back 
Signalling (Secondary Detection and Protection) will enable faster 
recovery in event of a main system failure.

In fact if the headway of the system is limited to only one 
train in every section, then in case of a failure, the Fall Back 
signalling in conjunction with the secondary protection can be so 
designed/configured that any failure in the train will not have any 
operational repercussion and shall be transparent to any failure, 
with the Fall Back signalling and secondary protection taking over 
with the Train Operator, operating the train manually obeying 
Line side signals.

Even in event of a lower headway, repercussions of a failure 
shall be minimal as the driver of the affected train will be able 
to traverse the non-occupied signal section at normal speed 
resulting in faster recovery / normalisation of operations once the 
fault is rectified.

WITH THIS BACKGROUND OF AVAILABLE 
OPTIONS, THEN WHAT DO WE DO?
Before proceeding ahead I would like to discuss an incident:

This is about a MRTS equipped with CBTC based Signalling 
system with no Fall Back signalling. 

As a normal practice maintenance and un-equipped vehicles 
were allowed in the main line section for maintenance activities 
during white (non-revenue) hours. Yes, there were requisite 
SOPs so as to ensure that the main line is free of all maintenance 
vehicles, men and material before authorising commencement of 
revenue services on the main line. 

As this particular system did not have Fall Back signalling, the 
Controllers in the OCC though were aware of the number and 
location of the maintenance vehicles in the section (through 
manual records), these vehicles were not indicated on the 
Overview Panel.

On a particular day, the controllers missed the location of a 
maintenance vehicle in the section and authorised commercial 
operations. It is understood the first train, by God’s providence 
only, was saved from a head-on collision with the maintenance 
vehicle.

Moral of the story is that inspite of any number of instructions or 
SOPs, humans by nature are bound to fail and we should avoid 
human intervention in operations to the extent possible. 

With availability of Fall Back signalling, the controllers in 
addition to following the SOPs for allowing and clearance 
of maintenance vehicles are also aided by Axle Counter/
Track Circuits to locate/verify clearance of the section of any 
maintenance vehicles. In addition, it is can be also made 
technically not possible to commence mainline operations in 
event of any failure of Axle Counter/Track Circuits, thus ensuring 
full level of safety with respect to track occupancy before 
commencement of operations. 

With the above example, one thing is certain, i.e Fall Back 
Signalling should be provided even if the high reliability of the 
CBTC system does not warrant the same, as it will take care of 
occurrence of unsafe incidences due to human failure during 
maintenance period, as described above.

Provision of a basic Secondary Protection system can be 
considered purely on operational considerations of reducing 
operational repercussions and faster recovery after a failure. 
In addition, the secondary protection system will also provide 
the basic level of safety (speed control and EB application, 
depending on signal aspect) in the system when the train is 
driven in manual mode consequent to a failure.

The argument of reduced availability of the system due to 
increase in number of assets on account of Fall Back signalling 
does not hold much ground due to the following :

i) It is assumed that CBTC signalling based MRTS projects 
are designed to support only CBTC equipped trains under 
revenue services.(no mixed mode traffic).

Considering the above, the CBTC based signalling system 
can be so designed such that the system is transparent to any 
failure in the Fall Back Signalling system (Track circuits or Axle 
Counters) during revenue services, i.e. train services operating 
under CBTC system are not affected due any failure in the Fall 
Back Signalling System.

This can be possible mainly because a CBTC system 
continuously tracks location/integrity of all equipped trains 
and transmits the information to the Zonal Controller through 
the radio system and is in no way dependent on the Fall Back 
detection system viz. track circuits or axle counters. Therefore 
theoretically the CBTC system can be made transparent to 
any failure in the secondary train detection system.

Not-withstanding the above, in case of a track circuit based 
Fall Back signalling system, precautions will have to be taken 
to prelude possibility of a track fracture being cause of the 
track circuit failure. This shall be possible by taking suitable 
precautions of speed restrictions etc. and driving under 
caution to prelude possibility of track fracture being cause of 
the sudden failure in the Fall Back signalling system.

ii) Yes, availability of the overall system shall be reduced, 
if both the systems viz. CBTC as well as Fall Back Signalling 
Systems fail concurrently. This condition can be termed as 
double failure and shall normally be termed as a catastrophe 
in operational terms and should be possible to be prevented 
only by adopting suitable maintenance procedures for both 
the systems.

Such conditions, of both the systems Main and Fall Back, 
failing simultaneously, shall have to be handled with utmost 
caution, by way of imposing automatic speed restriction and 
special SOPs to drive the trains manually as the trains will also 
be treated as un-equipped.

iii) The maintenance efforts and costing shall also increase 
due to increased number of assets on ground on account of 
provision of Fall Back Signalling and on train due to provision 
of basic secondary protection. 
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CONFIGURATION OF THE FALL BACK 
SIGNALLING SYSTEMS
As detailed above, the Fall back Signalling system shall 
essentially require a secondary train detection system (Track 
Circuit or Axle Counter based) along with a Computer-Based 
Interlocking (CBI) system. Use of these systems along with 
the CBTC based signalling system mainly consisting of Zonal 
Computers. Some of the Zonal Computers available, have an 
integrated CBI functionality along with ATC and ATP functionality. 
A typical configuration of Zonal Controllers and CBI used for Fall 
Back Signalling is shown in Figure 1.

From the above, it can be said that while a Zonal Computer 
with an integrated CBI system shall be suitable and economical 
for a stand-alone CBTC system, for a CBTC system with Fall Back 
Signalling, a Zonal Controller without interlocking functionality 
in conjunction with a standalone CBI System would provide the 
most technically economical solution. Use of a changeover switch 
for switching to Fall Back mode, indicated in the diagram, may 
not be required, if the changeover to Fall Back mode is designed 
to be automatic, even though some other type of manual 
intervention may be required to be planned.

SECONDARY TRAIN DETECTION SYSTEMS
Option of adopting a Track Circuit or Axle Counter based train 
detection system is available for a Fall Back signalling system. 
Each of these have their own advantages/disadvantages and a 
selection can be done after due deliberations. 

However following facts should be considered before finalising 
the same:

• Track Circuits are more prone to failures due to vagaries of 
nature, especially rain;

• Track circuits have the advantage of detecting any vehicle 
on the tracks even if they are placed directly on the tracks 
like trolleys etc., unlike Axle counters where such vehicles 
are detected only when they enter through the in-counter 
position;

• Track Circuits have the additional advantage of detecting rail 
fractures, even though not to the extent of being 100% fool 
proof;

• Axle Counters are inherently considered more reliable.

SECONDARY TRAIN PROTECTION SYSTEM 
A basic secondary train protection system, viz similar to 
Automatic Warning System (AWS) which can be interfaced with 
the Line side signals with the following functionalities can be 
considered:

• Speed Control ( Based on signal Aspect);

• Emergency Brake Application in case of Speed Control 
violation.

CONCLUSION
Considering all the above factors, assuming that the MRTS 
system consists of CBTC based signalling system with trains 
equipped with corresponding equipment, the following Fall Back 
Signalling System can be considered :

• Provision of Track Circuit Based secondary detection system;

• Provision of a basic level of Secondary Train Protection; 

• Provision of a CBI with suitable interfaces which would 
function both for, the Main (CBTC) and Fall Back Signalling 
Systems; 

• Considering that only CBTC equipped trains would be 
allowed during revenue services, the CBTC system should be 
so designed so that any track circuit failure during revenue 
operations, does not have any repercussions on CBTC 
signalling system and thereby on operations i.e. the system 
should be transparent to any failure of the Fall Back Signalling 
system to the extent possible.

The above views are purely of the author based on his 
experience and understanding. Feedback however is welcome at 
yog_raj@hotmail.com.

Figure 1 - Typical Configuration of Zonal Controllers and CBI for Fall Back Signalling. 
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INDUSTRY NEWS

Atkins has acquired the Norwegian consultancy Terramar AS. The 
acquisition will enhance skills in project management and create 
a broader local presence in Norway.

Terramar AS is one of Norway’s leading project management 
consultancy firms. Since the company was founded in 1987, it has 
been involved in the planning and implementation of some of 
Norway’s most high profile projects, including the Follo Rail Line, 
ERTMS and Bergen light rail line.

A consortium consisting of Thales España and 
Siemens Rail Automation in November 2014 had received a 
€512m contract from Adif Alta Velocidad to modernise the 
control, signalling and safety equipment on the Olmedo-Ourense 
high-speed line section in Spain.
Under this contract, the consortium will install traffic control, 

automatic train protection, telecommunications and safety 
technologies and also maintain the section for more than 
20 years.
Thales will be responsible for the installation of the ERTMS 

Level 2 Automatic Train Protection system, wayside LED light 
signals, axle counters for safe train detection, wheel sensors and 
landline telecommunications systems.
Siemens will equip the line with interlocking, the ASFA 

associated train control system, central control technology, 
balises, track circuits, video monitoring and access control 
systems.
As part of the contract, Thales will also install electronic 

interlockings at various stations on the Medina del Campo-
Zamora-Ourense conventional line. The 2600 km-long Spanish 
high-speed railway network is said to be the largest in Europe. 
In 2007, the line started operation with the opening of Madrid-
Valladolid section.
With the installation of ERTMS level 2 system, this 331 km-long 

section will offer a maximum speed of 350 km/h and also 
minimise the journey to two hours. By 2018, this section will 
be the high-speed railway link between Ourense in Galicia and 
Olmedo near Valladolid.

French train manufacturer Alstom has received a €230m contract 
from the regional transportation agency for the Greater Toronto 
and Hamilton Area, Metrolinx, to deploy new signalling system 
on the Union Station Rail Corridor (USRC) in Canada.
Under the contract, Alstom will carry out planning, design, 

manufacture, delivery, installation, testing and commissioning of 
a new and complete modernised signalling system. Installation of 
the system is expected to be completed in 2019.
Alstom will deliver a wayside signal system based on its 

Integrated Vital processor interlocking (iVPI) technology, its switch 
machines and all related electrical, power and communications 
sub-systems.
The system is expected to offer the operator better control 

and maintainability, in addition to maximum passenger safety 
and reduced maintenance costs. The company will develop the 
components of this signalling system at its North American centre 
for signalling and control systems located in Rochester, New York.

KEYMILE has been awarded the project to create the mission-
critical communications network for the French high-speed 
railway line LGV BPL from Le Mans to Rennes. The French 
EIFFAGE Group is the client and operator of the line, which is 
scheduled for completion in mid-2017. 

The LGV (Ligne à Grande Vitesse) Bretagne-Pays de la Loire 
is a French high-speed line, which went into construction in the 
middle of 2012. It will extend the LGV to the Brittany region 

Johannes Erlandsson, managing director for Atkins Scandinavia, 
said “Norway is an interesting market for us. The acquisition of 
Terramar will raise our skills in project management and presence 
in Norway. At the same time, it means we will be stronger and 
have the capacity, skills and local knowledge that we need to bid 
for major and interesting projects coming out the Norway in the 
coming years”.

Terramar currently has 62 employees who provide project 
management services across infrastructure, health, urban 
development and communications. Among Terramar’s clients are 
a number of public and private companies in Norway, including 
the Norwegian National Rail Administration, Avinor, Statsbygg, 
Telenor, Oslo University Hospital, IKEA and the Ministry of 
Finance.

Håkon Dragsund, managing director for Atkins Norway, 
who has been leading the acquisition, added “Terramar has 
unique project management skills, influential and well-run, 
making it a perfect match for Atkins to grow our business in 
Norway. Terramar has a well-established client base and strong 
relationships with decision makers in both the public and private 
sector - many of which overlap with our current clients”.

In the coming months Håkon Dragsund and Erik Leenderts from 
Terramar will lead the integration process, Håkon added “The 
plan is to move the employees from Atkins base in Norway to 
the Terramar office near Oslo. We will be visiting key clients to 
discuss Terramar becoming part of Atkins and what this means for 
future collaboration and what a joint team can offer.”

Johannes finished by saying “I have had the pleasure of taking 
part in the acquisition process and have met the Terramar team. 
We have been met with great positivity and interesting questions 
about Atkins and our common future. I am therefore very pleased 
to welcome all employees of Terramar into Atkins.”

As of 1 April 2015 the integration will have completed. 
Pierre H Bastviken, managing director of Terramar will take 
over as managing director of Atkins’ Norwegian business. 
Håkon Dragsund will continue in his role as head of strategy and 
business development in Scandinavia.

Thales and Siemens win contract to modernise 
high-speed line in Spain

New signalling system on Toronto’s 
Union Station Rail Corridor

Atkins acquires Norwegian consultancy Communications Network for French High-
Speed Railway Project

Pierre H Bastviken and Håkon Dragsund
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Siemens announced in December 2014 that its ESTEL joint 
venture with national railway SNTF had been awarded a contract 
to supply signalling equipment for the double tracking of the 
90 km Beni Mansour to Bejaia route in Algeria.  Awarded by 
the railway development agency ANESRIF, the contract is worth 
€95m to Siemens. 

To support more frequent train services operating at up to 
160 km/h, Siemens is to supply Trainguard 100 equipment for 
ETCS Level 1, as well as its Vicos operations control system, nine 
Simis W electronic interlockings, GSM-R and a RailCom Manager 
communications management system. 

The contract also includes equipping an operations control 
centre in Bejaia, and training SNTF personnel on the new 
signalling and train control systems.

from Le Mans to Rennes. Commercial commissioning is planned 
for May 2017. The project will be spearheaded by the French 
construction company EIFFAGE for the network owner RFF 
(Réseau Ferré de France) as part of a public-private partnership. 
The LGV BPL line will be 214 km long.

KEYMILE is a leading supplier of telecommunications solutions 
and was awarded the contract to provide the telecommunications 
network. They specialise in developing products and solutions for 
mission-critical communications networks for railway companies.

As part of the project, they will supply a solution for the whole 
telecommunications backbone, which supports and guarantees 
railway operations. This is a hybrid solution consisting of a 
Synchronous Digital Hierarchy network and Gigabit Ethernet/IP. 
It is based on KEYMILE’s multi-service packet transport platform 
multi-service access platform MileGate, which can be operated 
as a modular Ethernet/IP switch, as an Synchronous Digital 
Hierarchy / Plesiosynchronous Digital Hierarchy multiplexer 
or in combination without restricting the functionality of the 
other technology concerned. MileGate will also be used in this 
configuration in this French high-speed railway project.

The solution will provide all the applications and services that 
are essential for data communications and signal transmission 
for the railway equipment on this French high-speed line. This 
concerns control, safety and communications systems. In detail, 
areas covered include signalling, traction current, cross-wind 
detection, CCTV, as well as various telephony and data services.

The project will involve KEYMILE providing all the systems 
required to implement a mission-critical telecommunications 
backbone. These include MileGate, passive components, servers 
and software, as well as the network management software 
UNEM. By integrating all core components in UNEM, the railway 
operator has a standard network management system. KEYMILE 
will manage the project and oversee all project phases starting 
with network planning, engineering and design including the 
implementation process and documentation. After commercial 
commissioning, they will also provide service and support for a 
period of up to 19 years.

KEYMILE beat nine competitors to the tender. There were 
two suppliers on the final shortlist who had to demonstrate the 
feasibility of their solutions in a Proof Of Concept (POC). The 
POC phase included producing an actual solution design and 
detailed testing specifications with subsequent validation.

The integrated KEYMILE solution won through. The MileGate-
UNEM combination means that all the customer’s requirements 
regarding connectivity, reliability and service are fulfilled in a 
simple manner.

“During the tender and POS phase, KEYMILE’s high level 
of professionalism and customer-oriented approach were 
consistently impressive”, stresses Sidoine Serraj, project manager 
at EIFFAGE ENERGIE.

“Three points were pivotal in making our decision. First of all, 
KEYMILE delivered a simple solution to the challenging task, in 
contrast to the remaining competitor. Secondly, we wanted them 
to come up with solutions with long lifecycles and which are very 
reliable. We also wanted the company to guarantee in-house 
research, development and production. And finally, it was a 
huge advantage that they already had in-depth experience with 
telecommunications networks for railway companies and could 
produce numerous reference projects in that area”.

Axel Föry, chief executive officer at KEYMILE, said “We are very 
proud we have been awarded the project, particularly in view 
of the renowned competitors. The project is of vast strategic 
importance to us because in the railway sector this is the first 

time for a high-speed line, we are not simply appearing as a 
supplier of hardware with an implementation partner, but are 
also acting as an end-to-end supplier of solutions and as an 
integrator. From a sales standpoint, we expect this to send a 
strong signal to the market”.

Beni Mansour to Bejaia Signalling Upgrade

New signalling system on West Island metro 
line in Hong Kong

French transport group Alstom has installed the signalling 
system on MTR-operated West Island metro line in Hong Kong. 
The metro line, which began passenger service in December 
2014, features Alstom’s signalling solutions to enhance the 
development of the western district of Hong Kong.

The West Island metro line is an extension of the existing 13 km 
Island Line, which connects Sheung Wan to Chai Wan, with three 
new stations that would serve approximately 230,000 people in 
the western district.

Alstom Transport Asia Pacific senior vice-president 
Dominique Pouliquen said “The successful operation of the 
West Island line is an important milestone for Alstom’s long-term 
development in the local market, bringing great confidence in us 
for the execution of future projects in Hong Kong and Asia”.

As part of a contract signed in 2010, Alstom was responsible 
for the design, manufacture, testing and commissioning of 
the signalling system, as well as training and performance 
demonstration.

The company now provided signalling trackside services and 
equipment which include interlocking, automated train control 
and integrated automatic train supervision systems to interface 
with the existing Island line.

Designed to provide higher network availability and optimised 
lifecycle cost, the interlocking solution enables more data to be 
processed, covers much larger geographical areas and works at a 
higher speed.

Siemens to upgrade signalling on Edinburgh-
Fife line

UK rail infrastructure operator Network Rail has contracted 
Siemens for a £16m signalling enhancement on Scotland’s 
Edinburgh and Fife route. The upgrade will increase train speeds, 
improve reliability on the route and create additional capacity on 
the lines serving key commuter routes into Fife and beyond.
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INDUSTRY NEWS
Scotland Transport Minister Derek Mackay said “Scotland’s 

railways are in the midst of a renewed golden age and these 
signalling upgrades will see sympathetic improvements to one 
of our most world-famous landmarks, which draws tourists from 
around the world, as well as carrying daily commuters. The 
Scottish Government is currently investing £5bn in ensuring our 
railways and train services continue on this path of increased 
patronage, as this will support growth in our economy, as well as 
modal shift from roads use to increase our carbon efficiency”.

Under the contract, the company will replace the existing three 
aspect signalling on the Fife lines between Haymarket and 
Dalmeny with continuous four aspect signalling and deployment 
of six new signals on the Forth Bridge. Additionally, the project 
will include works related to interlockings, power systems and 
telecommunications along the line between Haymarket and the 
bridge. Work on the project will be completed later this year.

Network Rail Scotland route managing director David Dickson 
said “Rail travel is more popular now than ever before and we 
need to continually invest in our infrastructure to meet the needs 
of today’s businesses and commuters”.

Siemens will carry out the signalling enhancement works as part 
of the Edinburgh-Glasgow Improvement Programme, which is 
a £742m Scottish Government-funded investment to deliver a 
rolling programme of electrification.

CBTC trials begin in Hyderabad

Test running in Automatic Train Operation mode under 
Communications-Based Train Control (CBTC) has started on the 
Hyderabad metro, making it the first application of CBTC in India 
to go live. 

Tests started on 30 December 2014 on the 8 km eastern section 
of Corridor III between Nagole and Mettugunda. The seven-
station section is due to open for passengers in March. 

Thales has supplied SelTrac CBTC and integrated 
communications and supervision systems under a contract 
awarded in 2012. Subsystems include Automatic Train Protection, 
Automatic Train Supervision, vehicle onboard controllers, zone 
controllers, a data communication system, and solid state 
interlocking. Design headways are 90 sec, although initial 
frequencies would be between three and five minutes. Driverless 
operation with onboard attendants is eventually envisaged. 

The main control centre is in Uppal depot. When the full 72 km, 
three-line network is operational, it will be divided into six control 
zones. 

The elevated metro is being built in six phases under a design, 
build, finance, operate and transfer PPP concession. Larsen & 
Toubro Metro Rail (Hyderabad) Ltd is the concessionaire, and 
Keolis will operate services under a €300m contract running for 
eight years with an optional three-year extension. Hyundai Rotem 
is supplying 57 three-car trainsets under an Rs18bn contract 
signed in 2012. These are designed for a top speed of 80 km/h. 
Six-car formations are to be introduced at a later stage. 

The two new lines now under construction in Delhi will also be 
equipped with CBTC. Bombardier is supplying its Cityflo 650 
equipment for Line 7, while Nippon Signal is equipping Line 8 
under a contract awarded in September 2013.

Frauscher India celebrates RDSO approval and 
opening of production plant

Frauscher Sensor Technology India Private Limited, the Indian 
subsidiary of Frauscher Sensor Technology Austria has received 
the RDSO (Research Designs and Standards Organisation) 
approval for the Axle Counting System ACS2000. The 
components for the system itself can now be produced in an 
own production plant on site, which was opened in Bangalore in 
November 2014. 

The approval was granted based on the existing CENELEC 
assessment, many years of very successful operations in different 
countries and the proof of operational functionality and reliability 
under Indian conditions.

This achievement marks a milestone of Frauscher in India. The 
company is now established as an Indian supplier of innovative 
wheel detection and axle counting systems. Michael Thiel, CEO 
Frauscher Sensor Technology, comments the further strategy of 
the company in India as follows “After various installations in the 
Mumbai area Frauscher India will spread out their activities all 
over the Indian Railway network. Based on our experiences and 
our highly motivated and qualified team here in India, we are 
going to develop and introduce further innovative systems in this 
market. With the new manufacturing capabilities Frauscher India 
is now an important pillar of our growth strategy in India and 
South East Asia“.

“The Indian market is going to be the world’s biggest market 
in the area of axle counting within the next decade. With the 
attainment of RDSO approval, 
we are now looking forward to 
securing long term contracts which 
will contribute to our growth within 
this market. Frauscher products 
are ideal for India, since they offer 
global technology and expertise, 
combined with localisation and 
customisation to suit the Indian 
Railway Industry,” Alok Sinha, 
Managing Director of Frauscher 
India Private Ltd. says. 

He is also very proud of the 
ability to transfer Frauscher’s 
knowhow to the production plant 
on site. “To guarantee the high quality standards worldwide, we 
implemented the same production processes and test equipment 
as used in Austria in the production in India. By April 2015 the 
first ACS2000 systems should be produced in Mysore”.

Alok Sinha

Victoria Station, Mumbai
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MIDLAND & NORTH WESTERN SECTION

There was a mixed audience of circa 25 railway engineers 
incorporating some young signal engineers from the nearby 
offices at the Mailbox in Birmingham on Tuesday 4 November, 
2014 for the Paper given by Barny Daley, Head of Infrastructure 
Reliability for Network Rail

The Presentation covered areas including:
• Driving Infrastructure Reliability;
• Weather Resilience;
• The Current Position;
• What we expect of Reliability;
• Advances in Reliability Centred Maintenance (RCM)
• Challenges ahead. 
Reliability is classified as likelihood of failure in a given time and 

it is recognised after four years, 66% of items will have failed, 
after 20 years 100% will have failed.  The Network Rail aspiration 
is to extend the interval of failure and eliminate failure modes.  
The problem is that too often people are solving the wrong 
problem and some work and some do not and multiple options 
affect reliability

The Failures over the CP4 period have improved by 21%.  Track 
Circuit failures are down by 31%, with one of the main factors 
being Insulated Block Joint failures.  Point failures are down by 
49% over the CP4 period.  It has been recognised that with a 
switch and stock rail displacement being out of gauge then it 
requires double the force to move it.  The plan is to put the stock 
rail back correct gauge and by doing so on 800 switches delay 
would be reduced by 40%. 

Another issue affecting reliability is weather and the resilience 
of equipment.  Snow and ice build up is a huge problem and the 
provision of covers for 4000 point ends will improve reliability 
considerably.  Additionally the provision of plastic covers for 
points heating strips means more heat goes into the points and 
additionally modifying the drawings to put the strips to inside 
stock rail also helps.

Electronic Equipment is expected to work between - 20°C and  
+70°C ,however this is not the case and it is recognised there is a 
different Mean Time Between Failure MTBF – more time between 

Maintenance Improvement / Driving Reliability
by Barny Daley, Network Rail

Report by Paul Toole

failure at different temperature base.  It has been recognised that 
not doing proper temperature tests on Assets affects the failure 
rates and how the equipment is designed and used.

A way of improving Reliability is to issue Improvement Alerts.  
About 60 are published to date and cover a period of up to five 
years with regular updates and solutions. 

Improving the reliability can be split into three phases, these 
being Design, Production and In Service.  There are two distinct 
elements, these being Ease of Detection and Ease of Counter 
Measures.

In detection it is difficult to assess reliability as part of design 
process but easier to detect in production, whereas in counter 
measures it is difficult and expensive to resolve issues whilst in 
service.  Additionally the costs of reliability to suppliers in design 
and production is small and in service is zero because of there is 
actually no opportunity to do so.

Reliability in other industries compared to Rail is also quite 
telling.  In Cars and Planes the reliability has to be top class as 
manufactures do not want thousands of cars back and the risk 
to passengers with Planes is huge.  Therefore there is great 
emphasis placed on reliability and investments in it reflect this.  
By contrast in Rail there is not enough investment on reliability 
and therefore improvements that could be made are restricted.  
The product approval should be more stringent and reliability of 
equipment will then become better.

It is commonly recognised that to improve reliability then 
Suppliers have to be ‘on the Journey’ and there is a need to 
share the information on failures with the Suppliers.  Providing 
Quality of the Data and improving it using structured list of codes 
into the Fault Management System, fault coding and Advancing 
Capabilities in RCM of the 30,000 assets on the Railway will assist 
in improving the situation to achieve the CEO aspiration of half 
the failures within the CP5 period.

The presentation finished with a question and answer session 
and Coffee and Biscuits and we all thanked Barny for his valuable 
and interesting presentation.
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SCOTTISH SECTION
Scottish Section Annual Dinner and Lecture

Report by Neil Thomson

On the traditional evening of the second Thursday in November, 
the Scottish Section once again hosted its Annual Dinner and 
Lecture in the Marriott Hotel, Glasgow. This was the 19th Annual 
Dinner and it continues to go from strength-to-strength with the 
support of the Scottish railway community and beyond. 

The evening commenced as ever with the Pre-Dinner Lecture. 
This lecture attracts a larger and more varied audience than 
our other programmed events and as such the Scottish Section 
committee source a topic of appropriate stature which would 
inform and enthuse those in attendance – and this year was no 
exception. 

We were honoured to welcome David MacLennan (Jacobs) and 
Graeme Boyd (Network Rail) who delivered their presentation 
“ETCS on East Coast Main Line – Growing Pains!” to 54 members 
and 62 guests. 

The presenters began with a short video on in-cab signalling 
before proceeding to pose the question: Is ECML ETCS a 
complex or complicated project? A theme they would touch 
upon throughout the lecture.

They spent some time clarifying the true meaning of ETCS and 
ERTMS in the myriad of acronyms before providing a description 
of the application of the system on the East Coast project 
identifying key geographical areas. 

As the presentation continued, it was obvious what an 
interesting and difficult project this would be. Early GRIP 
requirements such as survey and AIP, as well as status of 
the standards were highlighted as issues to be developed. 
Development of Testing and E&P Strategies provided a challenge 
for this novel system. Transitions from ETCS to lineside signalling 
need to be designed and controlled. Lessons must be learned 
from Cambrian and the Telecoms network needs to be fit for 
purpose to deliver a successful project. 

Questions and answers closed what was a very interesting 
lecture with Neil Thomson giving the vote of thanks on behalf of 
the section.

The attendance rose to 340 members and guests for the 
remainder of the evening – a new record for the section! A total 
of 21 companies (four attending for the first time) filled 33 tables 
this year and were joined by two open tables filled with paying 
members and guests – the unsung heroes of our event each year. 

 Our Chairman, Ricky Scarff, and Secretary, Gerry Loughran, 
were joined on the top table by Willie Fraser, a representative 
from the years’ sponsors Jacobs and our Lecture presenters. IRSE 
Fellow Tommy Gallacher joined the top table to mark his pending 
retirement and to thank him for many years of dedication to the 
section. The top table was completed by our two after-dinner 
speakers, current IRSE President Christian Sevestre and David 
Dickson, Scotland Route Managing Director (Network Rail).

Christian spoke about his early career as a Signalling Engineer 
and his subsequent elevation to his current position. He 
mentioned the challenges that the IRSE face taking the institution 
into the 21st Century and the technology that we all must master. 
The audience were in perfect silence listening to his words and 
he finished to rapturous applause.

David Dickson is a veteran of the Scottish section dinner and 
this familiarity showed through as he entertained everyone with 
a very humorous speech going over the plans to enhance the rail 
network in Scotland. What could have been a very dry subject 
thoroughly captivated the audience who laughed as he regaled 
us with an anecdote of how mechanical engineers had got one 
over signalling engineers! We let him off as it doesn’t happen 
very often! 

Ricky wrapped up the formal part of the evening by mentioning 
a collection that the section were organising on behalf of 
Andy Ridout who was doing a sponsored cycle on behalf of 
“The Railway Children” charity. Through the generosity of the 
guests on the evening the section raised a wonderful £2174. The 
Scottish Section Committee would like to thank all our top table 
guests for accepting our invitations, Peter Allan for once again 
organising the event and Jacobs for sponsoring it.

The money raised from the dinner goes towards funding the 
many events that the section organise and fund throughout the 
year and so we thank the companies from throughout the railway 
industry who attend the dinner for their continued support and 
hope to welcome them all again next year. The dinner will be 
held on Thursday 12 November 2015 – a date for your diaries!

If you are interested in providing a topic for consideration for 
the pre-dinner lecture or would like information on corporate or 
members tickets for next year’s event please contact the Section 
Secretary (Scottish.section@irse.org).

Realising the important role Study Groups play in assisting those 
intending to sit modules of the IRSE Exam, we have created a 
guidance document specifically for their use. Whether you are 
currently running a group or are thinking of establishing a new 
one, the guidance will provide you with the information to do 
this most effectively and will enable you to get the best out of 

your meetings. Please visit the Exam page on the IRSE website to 
download the guidance document.

Christine White
Membership & Professional Development Manager

Tel: +44 (0)20-7808-1187

IRSE Exam Study Groups guidance
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SWISS SECTION

Twenty of us from the IRSE Swiss Section visited Schweizer 
Electronic (SE) on 14 November to see its solutions for level 
crossings, railway work-site protection and remote control of 
locomotives. Founded in 1964 by Margrit and Rudolf Schweizer, 
in 2002 SE began moving to the modern site in Reiden, 
Switzerland, where its makes all its products. SE employs 150 and 
has support offices in 12 countries.

Daniel Berchtold began by presenting the problem of low-
volume level crossings, SE’s VaMoS solution, its recent success in 
the UK and the situation in Australia.

LOW-VOLUME CROSSINGS: FEW USERS, MANY 
DEATHS
The vast majority of the world’s level crossings are low-volume, 
i.e. they each see relatively few road users and pedestrians. 
Protecting them with conventional systems is prohibitively costly. 
Available funds gravitate to high-volume crossings. Low-volume 
crossings remain unprotected and collectively generate many 
deaths. They call for protection solutions that are safe, cheap and 
reliable.

UNINTENTIONAL FAILURES AND INTENTIONAL 
ACTIONS
Most human failures at level crossings are unintentional: they 
involve distraction by electronic devices, fatigue, habit, a 
misunderstanding, or an unclear situation or indication. But some 
failures involve intentional actions like passing danger signals to 
save time and wrong decisions combined with unawareness of 
risks.

An as-yet-unpublished study observed user behaviour and 
attitudes at low-volume crossings equipped with different 
combinations of user interfaces and lights. The study showed 
that: 

Swiss Section Technical Visit
Simplifying Level Crossings for Savings – and Safety

Report by George Raymond

• Level-crossing systems are most effective when they show 
both red and green lights. Green increases confidence that 
the system is working;

• If a crossing system offers no green light, just red and 
dark, dark is ambiguous: is there no train or is the system 
inoperative;

• A flashing red light is also ambiguous, especially for 
international users: does it mean stop, be careful, or system 
inoperative;

• Signs containing text – such as the multiple signs at many UK 
crossings – are generally ignored and may even create unsafe 
confusion.

MORE SAFETY FOR LESS MONEY
A level-crossing system can never be fully “fail-safe”. Unlike 
a train driver, a crossing user cannot be expected to wait 
indefinitely at a signal that is at danger or dark. Reliability is 
therefore central to crossing safety.

In designing their Value for Money System (VaMoS) for level 
crossings, Schweizer Electronic sought both holistic cost 
reduction and holistic safety maximisation in line with EN 50126. 
Reliability is central to both. SE has achieved all these goals with 
a one-word motto: simplify. 

NO NEW COMPONENTS
Although procurement processes often focus on purchase price, 
SE simplified the design of VaMoS to reduce all contributors to 
life-cycle cost, including design, development, manufacturing, 
transport, site planning, installation, power consumption and 
maintenance.

To cut development costs and avoid childhood illnesses, SE 
used existing principles and technologies, and off-the-shelf 
components from third parties.

Schematic of a typical VaMoS crossing system for a double-track line 
(Schweizer Electronic / G Raymond)
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Complexity is the 

enemy of reliability. In 
a conventional level-
crossing system, what 
costs the most, fails most 
often and consumes 
the most power is the 
computer. In VaMoS, 
logic is therefore built 
into hardware, without a 
computer or relays.

SE’s quest for simplicity 
and reliability also led 
them to remove all 
moving parts and other 
costly or maintenance-
intensive components 
such as an earth-fault 
monitor and even paint. 
Just two wires control 
both the red and green 
LED lights. Third parties 
deliver sub-assemblies, 
which require just one 
day for final assembly, 
verification and shipment 
from SE’s Reiden plant.

SITE PLANNING AND INSTALLATION
To simplify and save money on site planning and installation, 
Schweizer Electronic designed these features into VaMoS:

• One size fits all. A study is no longer required for each level 
crossing. (In an EU country, site planning can cost 20 times as 
much as the device itself.) Because VaMoS does not influence 
trains, it is not part of the signalling system, so doesn’t have 
to be included in signalling plans;

• The complete kit for a VaMoS unit fits into a standard pallet 
box, including the two-part mast; this simplifies transport 
from Switzerland to the installation site;

• VaMoS stands on a standard concrete block, so installers do 
not need heavy equipment to pour concrete on-site;

• The small footprint of VaMoS keeps it off non-railway land; 
its proprietary technology minimises work in the danger 
zone and thus cuts protection costs for the installation crew. 
Treadles detect train wheels, but do not count axles. A cable 
connects the treadles to VaMoS today, but SE is developing 
wireless solutions;

• Off-grid power options, including solar, avoid power lines 
costing up to 3000 euros per km; Australian crossings can 
need lines up to 30 km;

• SE checks the VaMoS unit before shipping from its Swiss plant 
so a local crew can install, test and put the unit into operation 
in one day.

Mr Berchtold said that SE has reduced the power consumption of 
VaMoS to 20 W and is aiming for below 10 W. This is 1% of what 
competitors’ conventional crossing systems need. For units on 
solar power, this shrinks the panel to an A3 sheet size.

MINIMISING MAINTENANCE
Schweizer Electronic has designed VaMoS to require no 
preventive maintenance or preventive part replacement in a 
service life exceeding 25 years. Any corrective maintenance is 
based on remote, automatic diagnostics for a 30-day warning of 
impending failure that allows repair during “office hours”. The 
system’s few components are selected to give the VaMoS unit a 

mean time between failures exceeding 10 years and a 15-minute 
mean repair time. SE’s business model is not based on the sale of 
spare parts. 

WORK IN THE UK AND AUSTRALIA
Schweizer Electronic installed VaMoS pilot installations in the UK 
and Australia in 2014. The UK has over 5000 “user-worked” level 
crossings devoid of technical protection. Network Rail issued a 
tender call for over 1000 protection systems requiring no signs. 
SE won.

In Australia, some 40 people a year die at level crossings. 
Some 10 railway authorities and 20 operators have a variety of 
safety targets and policies on risk acceptance. Only about 5% 

of crossings – including private and pedestrian crossings – are 
protected. Many are seasonal farm crossings with, for example, 
no trains for six months and then 10 trains a day. Reliability is 
particularly critical, as a staff member may need six hours to reach 
a crossing for repair or a battery check.

PROTECTING TRACK WORKERS
Gerhard Belina presented Schweizer Electronic’s system to 
protect track workers and work sites. Sensors, human sentinels or 
both trigger wireless sirens and lights. The system also monitors 
equipment health and sentinel alertness. Features under 
development include:

• Phased closure as a train runs through a long work site;
• Siren volume that automatically adjusts for ambient noise 

and warning earphones for workers so trackside residents can 
sleep;

• Connections with level crossings and interlocking systems, 
including the ability to hold back a train. This requires new 
thinking from signal engineers.

REMOTE CONTROL OF LOCOMOTIVES
Thomas Koch presented SE’s remote control of locomotives. 
Applications include shunting in flat and hump yards, adding/
removing mainline locomotives, road-rail vehicles, track work 
machines and rescue trains. The encrypted radio link has a 
1000 m range. Adoption of remote control is slow due to 
discussions of whether one person is safer than two or three and 
possible job losses.

SWISS SECTION EVENTS IN 2015
IRSE Swiss Section events in 2015 will include a Swiss railway 
laboratory, a paper session on non-interoperable railways (mostly 
narrow-gauge) and a two-day weekend event on the Rhaetian 
Railway’s Albula line.

The VaMoS crossing unit: simple by design 
(photo G Raymond)

User-worked crossing on the Stratford to Birmingham line near 
Newnham, Warwickshire, UK  (photo David P Howard)
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INTERNATIONAL TECHNICAL COMMITTEE
National Traffic Control Centre, what should it consist of?

Written and edited by Christian Sevestre on behalf of the International Technical Committee of the IRSE

BACKGROUND
There is a general evolution in many railway networks towards a 
centralisation of traffic control. This evolution began a long time 
ago and appears to be almost finished in some countries, very 
well advanced in other ones or even just beginning in others. 

Based on a recent survey, this article describes how 
centralisation was carried out and what are the main benefits 
observed or expected from this evolution. In addition, it outlines 
the main lessons learnt from the most advanced countries to give 
guidance.

An appendix to this article, available on the IRSE Website  
www.irse.org/itc-irse-news, describes the main existing control 
centres for railway traffic in the world.

CENTRALISING TRAFFIC CONTROL
Objectives of Traffic Control Centralisation
The main reasons to centralise traffic management and the main 
expected benefits are:

• reduced operating costs through the reduction of operators;
• reduced number of delayed trains due to better management 

of incidents;
• improved capacity through better planning and management 

of train paths;
• improved flexibility in dealing with short notice requirements 

of additional or amended train paths.

Functionalities of Control Traffic Centres
Initially, organisation of the traffic management was carried out 
through two or three organisational levels reflecting the following 
breakdown: 

1. in some countries, central traffic control centres.

2. regional operation centres.

3. individual signal boxes.

The centralisation led to reduce the number of levels to one or 
two.

The common strategy is that the centralised traffic control 
centres combine the functions of the existing signalling boxes or 
centres and operations control centres. Manual route setting is 
eliminated in almost all circumstances, by providing automatic 
route setting driven by a dynamically updated timetable. The 
emphasis is on predicting problems in early enough and re-
planning to provide a solution, instead of managing the problem 
as it occurs.

In many countries, staff in the traffic control centres belongs to 
the main Infrastructure Managers. Presence of staff from different 
Railway Undertakings is not seen as a problem for confidentiality, 
but this may need to be considered where data needs to 
be exchanged between computer systems of Infrastructure 
Managers and Train Operators.

Moreover, an emergency centre or a crisis room has been 
installed in each of the traffic control centres. This room is 
separated spatially from the operating control desks and is 

equipped for emergencies with components for displaying train 
movements and with telecommunications systems. The existing 
emergency concepts were updated as a result to take into 
account this new organisation.

Usually, the control of the traction supply for overhead and third 
rail electrification is not located in the Traffic Control Centres.

Traffic Priority Rules
In many countries, passenger traffic still has priority over freight.

In European countries, train operations are managed in 
accordance with the timetable. Any deviations are agreed 
between the Infrastructure Manager and the Railway 
Undertakings in compliance with applicable rules and regulations. 
The power of real time decision in case of disagreement lies with 
an Infrastructure network coordinator. The Railway Undertakings 
may complain to the National Railway Regulation Authority.

CENTRALISATION IMPACTS
Impact on Operating Principles
The main impact of centralisation on operating principles is 
that every train must be planned and registered in the dynamic 
timetable. In principle this should include shunting movements.

The second impact is that a lot of operations which usually were 
dealt with by local operators, officially or not, shall be reassigned 
to other railway undertakings staff or maintenance staff.

To achieve the targeted staff reductions, every part of the 
railway can not any longer be continuously supervised by a 
signaller, even when automatic route setting is provided. This 
leads to relying on automated systems to alert the operators 
when some action is required.

Impact on Operation and Operators
The main impact on operation is a better co-ordination 
in response to major incidents but a loss of local teams 
geographically structured and organised.

There is an initial worsening impact of local information 
provision but this may be solved in many cases by improved 
communications and IT systems giving current position.

Thanks to the high degree of centralisation and automation, 
more effective and more profitable operations management 
become possible.

Through structured data management and targeted data 
evaluation, working processes in the Operations Centre, and 
in particular the business processes connected directly with 
them (train and train crew allocation, passenger information, 
equipment maintenance) are improved.

Impact on Maintenance

Positive Impacts
The concentration of technical systems in one place makes it 
possible to optimise maintenance. 

• the stockholding of certain components can be centralised 
and the logistics simplified;
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• the access to real time information and logs is improved;
• the information of failures due to remote monitoring and 

availability of information from information infrastructure and 
trains is improved;

• in respect of the maintenance of infrastructure systems 
on site, coordination is simplified thanks to the spatial 
concentration of contact partners and the standardised 
technical platform of the signalboxes enables maintenance to 
be performed more efficiently;

• by the same token, the retention by and further development 
of technical expertise in maintenance staff becomes easier.

Negative Impacts
All the local contacts between maintainers and operators are no 
longer possible.

The operators of the control centre do not know as well as in 
the past the installations and the geography.

They generally do not know the maintainers personally and 
physically.

The contacts are somehow more difficult.

When many work operations are carried out at the same 
time, all the demands to apply for, or give up possessions are 
concentrated on a small number of operators. It may cause 
delays and a waste of time for the maintainer. 

Some facilities may have to be added to allow possible 
simultaneous dialogues between the control centre and the 
maintainers and to manage the safety of staff on the tracks.

Problems Met (Organisational, Safety, Quality of 
Service...)
Sometimes it might be hard to get a permit for track work due to 
limited capacity of dispatchers in Control Traffic Centres. There 
is a rule how many working groups can be managed by one 
dispatcher’s control at the same time.

A specific issue relates to the supervision of level crossings. 
Many of the small signalboxes are located at level crossings and 
in some countries the signaller is responsible for controlling the 
level crossing barriers and ensuring the crossing is clear of road 
vehicles before allowing a train to pass. At some larger control 
centres a significant element of workload is supervision of level 
crossings for instance via Closed Circuit TeleVision (CCTV). 

In the initial situation, an operator worked only in a small 
area with a very small number of signalboxes. In a Centralised 
traffic control centre, he controls a larger area with an increased 
number of signalboxes and installations. He may confuse the 
identification number of a signalbox or signalling information 
with another one and give a wrong instruction (track possession). 
Specific measures must be taken in numbering the signalboxes 
and/or the signalling information to avoid this kind of mistake.

• Occasional major system failures due to loss of central control 
systems;

• Need to implement work-arounds to cover initial software 
problems;

• Social relationship issues with staff required to move to 
another working location and changing role;

• Staff selection needs to take into account competencies 
needed for changed roles whereas traditional railway 
processes favour seniority;

• Need to train staff on new systems require extensive 
simulation facilities;

DESIGN PROCESS AND TECHNICAL ISSUES
As a rule, the high level functional specifications have been 
written by the railway network or the Infrastructure Manager.

There are no general rules about the number of manufacturers 
providing the Traffic Management Systems: ranging from only 
one manufacturer for the whole network to one manufacturer for 
each operation or each line without any compatibility.

The usual level of safety is SIL 2 or SIL 0. However, it is SIL 4 in 
one country.

The centralisation did not impact much on the other 
components of the control command system such as passengers’ 
information, telecom or radio systems, ERTMS.

The required lifecycle ranges from 10 years to 30 years.

It is recognised that there will be a continuous development of 
functions and geographical coverage. Generally, some design 
precautions have been taken to manage easily functional or 
geographical evolutions.

Almost every supplier has a maintenance support agreement 
with the Infrastructure Manager which will cover the whole 
lifecycle for systems in addition to basic maintenance.

This agreement has to be contracted simultaneously with the 
design contract.

DEPLOYMENT PROCESS
The Target
The target is generally the following: 

• Only the main lines (including the High Speed Lines) are 
controlled and monitored on line by the centralised traffic 
management system;

• The operational control of signalboxes from the Traffic 
Control Centres refers principally to lines in the long-distance 
and conurbation network:

 o with premium passenger and freight traffic;
 o with very frequent regular-interval traffic in conurbations;
 o on major diversionary routes;
 o on lines with risks of delay propagation throughout the 

entire network (network effect).

The Process
In all the countries, the deployment was gradual and the 
complete deployment took more than 10 years.

Two main processes of deployment are identified: In some 
countries, it was a high level political and strategic decision 
and the deployment was relatively fast. In some countries, the 
deployment was more financially driven and took more time.

In some countries, there were two steps:

1. Implement quickly the stock standard, off the shelf Traffic 
Control Centres (TCS) supplied by the manufacturer.

2. Implement additions and enhancements gradually after initial 
installation.

In other countries, the goal was to implement the best available 
solution for each operation and to avoid modifications after the 
initial commissioning.

In all the countries, the commissioning process was a multi-
stage conversion where stations on the old TCS were gradually 
decommissioned and swung across into the new system. Any 
issue with the interface between the old and new systems were 
managed by the railway network.
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Social Issues
In all the countries, the required operating staff will be or has 
been substantially reduced during the course of the project. 

Staff reductions were so far organised in a socially acceptable 
manner, in part due to demographic evolution. 

Nevertheless, there were in some countries serious problems in 
finding suitable staff, particularly in conurbations.

PERFORMANCE
Availability Issues
In all the countries, the availability of the control centre is based 
on a fully redundant architecture for the control system itself, the 
power supply and the transmissions up to the interlockings.

Fall back Facilities
There are very various fall back policies in case of a catastrophe: 
from only local control to fully redundant and geographically 
separated substitute control centre.

Where there is no fall back, local control of interlocking is 
provided. 

In all the countries, the communication links between the 
control centres and interlockings are duplicated and diversely 
routed to minimise the risk of loss of control. 

In some countries, each interlocking is provided with an 
“all signals on” control which will allow staff to stop all trains 
independently of the Traffic Management software and the 
primary communication links.

In some countries, the workstations in the new control centres 
are reconfigurable so that control can be transferred between 
workstations or between control centres in the event of 
equipment failure or to share workload.

In other countries, the Operations Centre systems may suffer 
partial or total failure, a multi-stage fallback level concept takes 
effect. This encompasses scenarios from short-term through to 
longer-term failures. Short-term failures are as a rule bridged by 
automatic systems. This is inherent in the system.

In order to guarantee a high level of availability, it is planned 
to install the hardware components for a substitute control 
circuit in each Operations Centre, once for each manufacturer’s 
type (i.e. as a rule twice per Operations Centre) and to keep 
these operational. Connected sub-centres will be transferred 
to this substitute control circuit if the associated regular control 
circuit cannot be used over a longer period of time (e.g. due to 
disruption to or destruction of components). Above and beyond 
this, the possibility exists of locally staffing the emergency 
control desks in the signalboxes. Emergency programmes exist 
for this purpose and training exercises are carried out regularly. 
Depending on the size of the signal box and the operational 
pressure, it is possible that limitations in the efficiency of the 
system must then be expected.

FINANCE
Financial Business Case
In some countries, the centralisation project was decided on the 
basis of a real business case. In other countries, the decision was 
taken for political and strategic reasons.

Costs taken account of in the business case were:

• Development and support cost of new Traffic Management 
systems;

• Building and equipping the new control centres;

• Cost of re-control of existing relay/electronic interlocking;
• Marginal cost of early renewal of mechanical interlocking.
Benefits taken into account were:
• Reduction in operating costs (staff numbers divided by 2 or 

3 – 80% of total benefit );
• Reduction in train delay penalty payments (2% improvement 

in on-time performance);
• Value of additional trains paths available through better 

regulation.
Sometimes, the business case does not take into account:
• The cost of the national main IT Network which is deployed 

independently;
• The regeneration of obsolete installations which would 

have been replaced even if this CCR project would have not 
occurred.

Funding Policy
In many countries, the totality or the major part of the budget 
was supported by the government.

In some countries, the project was financed only by the 
economies it generates.

PRESENT SITUATION
In some countries, the deployment is complete or near to be 
complete (Western Australia , New Zealand, Netherlands , North 
America, England Metro, Germany, Switzerland, …);

In other countries, the centralisation is ongoing at different 
stages of deployment (France, Great Britain / Network rail, 
Finland …)

RESULTS
The Operations Centre concept has proven its worth.

In the countries where centralisation has been realised along 
time ago, long-standing savings have been substantial and 
continue.

In the countries where the centralisation is still on going, some 
savings for operational cost have been obtained but target for 
savings has not yet been fully achieved.

The effects on quality of service are basically assessed as 
positive. Thanks to centralisation, control and coordination can 
be carried out on a larger scale and decisions are implemented 
directly at the connected signalling level. As a result, traffic 
operations run more smoothly and are more efficient.

There are no known negative consequences for safety.

But …

Maintenance costs are well over what was expected initially.

Savings are less than anticipated, and time for the system to 
settle down can be long (System includes software, maintenance 
staff capability, development of operations skills).

Future developments should first and foremost contribute to 
a substantial reduction in the high level of complexity and to 
further optimisation of operations management costs. In the 
course of this, functional adjustments will be implemented. 
Independently of this, the technical platform must be 
modernised. 

Further synergies can be leveraged if the strategy of signalling 
operations centralization is continued.
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FEEDBACK

William Henry Deakin
I have recently stumbled upon the IRSE NEWS issue from 
January 2010 which contains an article about W H Deakin by 
Robin Nelson. WHD was my great grandfather and this article 
was fascinating. As mentioned he spent time in India and as an 
accomplished artist did many drawings. These show probably 
humorous interpretations of scenes from the workshops of one of 
the Indian railways.

I would be very interested in finding out if Mr Nelson or the 
rest of the IRSE membership has any additional information, 
especially photographs including the one included in the article 
showing both WHD and his father. His father was John Deakin 
and we knew very little about him other than he is buried in the 
churchyard at Ombersley, Worcester and it says John Deakin 
‘Inventor’ on his gravestone.

Engineering seems to run in the Deakin family as WHD’s 
only son was an engineer and farmer, while his two sons were 
academics one, my father, started out training as an aeronautical 
engineer in 1940 before changing direction to economics after 
time in the RAF. I’ve revived the tradition as an electronics 
engineer and my son may even continue the trend into the next 
generation.

 Matt Deakin

What might have been
The need for a Train Describer (TD) was identified in the 19th 
century, either as a means of keeping track of the trains under 
the signalman’s control or as a means of transmitting train 
information to another signal box or office. The means of 
achieving this were many and varied, some quite ingenious and 
sophisticated by the technological standards of the day.

In the early 1950s, the late Maurice Leach, then assistant to the 
Chief Signal and Telecommunications Engineer, Western Region 
(WR), presented a paper to the IRSE, describing the in-house 
design of an innovative train describer, which eventually became 
adopted as the WR Standard, the first major installation being at 
Birmingham Snow Hill in 1959. 

The TD would display a four character alpha-numeric 
description for each train and associate this on the signalling 
control panel with every signal along the route selected for the 
train and onwards to the next signal box. At the time, this was 
regarded as a major step forward in train operation, and became 
the goal of every major installation thereafter, not just on the WR.

The design itself was extremely cleverly thought out and made 
use of electro-mechanical counters mounted above each signal 
position on the main control panel. The early devices were 
supplied from Switzerland (as was the original control panel) 
and precision-engineered. Two drums were mounted side-
by-side within a 50 mm square frame, similar to the signalling 
panel sections, each perforated to display either 10 alphabetical 
characters or 10 numerals. These were illuminated as required 
from inside the drums and each driven by an electrically 
controlled ratchet. A pair of these units made up the four 
character alpha-numerical train description. Without question, 
at the time, this form of indicator was superior to any another 
form of miniature display available in the 1950s. Indeed, it would 
be many years before an improved display of this size, could 
be obtained. The indication was compact and impressive in its 
clarity, seemingly perfect for the task. The whole system was 
driven by relay sets in the apparatus room, connected with a style 
of geographical circuitry, and interconnected with the signalling 
circuits as required.

However, the counters were not simply a means of displaying 
the alpha –numeric description. It is important to understand they 
were an essential part of the storage of the whole system – in 
effect an extension of the relay sets in the apparatus room and 
errors in the displays were cumulative. It is unfortunate that the 

LESSONS LEARNT
For the design stage:

• Time spent identifying requirements is well spent;
• All stakeholders and all the impacts (technical, organisational, 

operational, human…) of centralisation need to be taken into 
consideration when setting requirements;

• Interfaces (between parts of the system, to other systems, to 
neighbouring systems) must be clearly defined and managed;

• Human Factors need to be considered from outset;
• Implementation stages need to be tightly defined and 

controlled; 
• Simulation of functions and testing tools are vital.

For the Operational Phase:

• Fallback facilities are of major importance;
• Time to correct software problems can be extensive, and 

need for workarounds to keep railway operating whilst 
upgrade implemented;

• Change management must be strictly controlled;
• Planning of all aspects needs to be thorough (including 

timetable changes, staff training, customer information, and 
maintenance preparation);

• Simulation of functions and operator training tools are vital.

Above: Southwark works interior.  Taken in 1865. Note 27 lever 
locking frame and the "iron signal".  Deakin senior is on the extreme 
right; the first seated figure on the right is Mr James Stevens, son of 
founder and now the manager.  Deakin junior is standing behind him.
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decision to adopt this whole design was a disappointment – and 
not just in its performance as a train describer, as will be noted 
later.

It is well known that the WR adopted its own highly 
standardised interlocking system, a design quite different from 
any other in UK. That standard served the WR very well and 
worked virtually without a failure throughout the life of any 
installation. 

The performance of the now standard WR Train Describer 
became a different story. In practice, it was found that each relay 
set had to be specifically adjusted to suit its own TD display; 
a factory default adjustment of the relay sets simply would not 
work. Every counter had characteristics of its own and minute 
differences between them were significant. Despite many hours 
of factory testing, no account was taken of the real environment 
in a signal box, with cigarette smoke, air pollution, humidity, 
dust etc. Within a few months, the drum indicators soon became 
unreliable and troublesome, from the effect of dirt-related 
friction in the delicate mechanisms. In general, the TD became 
a problem, representing a disproportionate drain on the time 
of the maintenance staff. It was not uncommon for two hours 
of each day to be spent in restoring the TD to a working state, 
time which would be spent at the expense of maintenance of the 
signalling equipment elsewhere.

Initially, the operator`s view of the TD was enthusiastic. 
However, this view changed over time and eventually there was 
little user-confidence in the system.

In the 1970s, a positive step was initiated to resolve the 
problem, by the design and progressive introduction of a solid-

state replacement for the drum counters. Unfortunately, the units 
were liable to damage by electrostatic discharge and unearthed 
handling produced many casualties. Sadly, these units did not 
live up to expectations in terms of reliability and this resulted in 
a very slow programme of replacement, as the problems were 
resolved. Eventually, this remedial action was abandoned and 
by the 1990s, the whole train describer progressively suffered a 
similar fate and latterly resort was made to a replacement based 
on a single PC – a long way from the dream in the 1950s.

In 1964, an early form of automatic route setting was confidently 
proposed at one installation and the designs had been prepared 
and were ready for issue. There was some enthusiasm for this 
development, with a view to a much wider application. However, 
the then head of department became aware of this proposal 
and personally directed it should be abandoned, since he had 
no confidence in the reliability of the TD upon which the design 
depended and the credibility of the installation would be at 
stake, should a train be wrongly routed.

Thus ended the WR`s dream of developing automatic route-
setting!

The above might seem to be a sad story – which it is, of course. 
However, hindsight being a wonderful thing, perhaps there is a 
moral here for the future. To commit an organisation to a single 
design or course of action, without a thorough and extended 
field trial must be risky. There must surely be a Plan B available, 
an alternative course of action, should things not work out as 
foreseen.

Michael Page

Siemens Rail Automation UK has announced the appointment 
of Nick Dunne to the position of Director Technology for its UK 
business. Nick joins the company from Laing O’Rourke where 
he was Head of Development and Design for the company’s UK 
Infrastructure and Construction business.

Bringing more than 30 years’ experience gained across a 
number of engineering and safety roles, Nick takes responsibility 
for a broad portfolio, including Standards, Platforms and 
Portfolio, Research and Development, engineering governance 
and all aspects of safety.

Nick, brings significant rail projects delivery experience from 
senior positions at Balfour Beatty Rail Projects and Carillion.

Commenting on the appointment, Siemens Managing Director, 
Paul Copeland, said “I’m delighted to welcome Nick to the 
company and to my executive team. I am sure that his extensive 
rail engineering, safety and assurance skills and experience will 
be a considerable asset to the company in delivering excellence 
to our clients in these vital aspects of business delivery”. 

Siemens has also announced that Rob Morris has taken the 
position of Director Delivery with effect from 1 January 2015.

Rob will be joining the company from Balfour Beatty where he 
was most recently Managing Director and Director of Strategic 
Development of Major Projects for its power business, which 
incorporated power systems, engineering construction, energy 
and waste, and nuclear. 

Paul Copeland said “Rob brings a wealth of major project 
experience gained both internationally and within the UK, 
including the civil engineering business operations on the West 
Coast Mainline Overhead Line Electrification and Watford to 
Bletchley Alliance projects with Network Rail.”

“Although it has taken some time to fill this crucial position, it 
was important to find the right person for the role. With Rob’s 
delivery, strategic, relationship management, contractual and 
technical experience, together with his unwavering commitment 
to safety, he has the perfect range of skills to head up our 
delivery organisation.”

ON THE MOVE

Nick Dunne Rob Morris
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This is my story
Shaping the future of rail

“ I started with Atkins in 2013. I heard  
good things and it felt like the kind of 
place I wanted to work. Here, you’re part 
of a family. You’re trusted to get on with 
what you’ve got to do. And I’ve loved 
working on some fantastic projects and 
with new innovations like interlocking 
technology, along with building the team 
into what it is today.” 
Ian

Engineering managers
£competitive + benefits 
South East England (other locations will be considered)

At Atkins, we’re constantly pushing the boundaries to provide a 
better future for all. Join our brilliant team and you’ll achieve great 
things, as you play a lead role in the delivery of clients’ contracts, 
including our Network Rail signalling framework contracts. 

Taking on complex engineering challenges and building strong 
relationships with our clients, you’ll manage multidisciplinary 
projects from development, into design, through construction and 
on to testing. You’ll inspire our teams. You’ll work with the latest 
innovations and technology. And you’ll make the most of your 
collaborative, technical and project delivery skills. 

Your story starts here. So, discover more and apply at:

www.atkinsglobal.com/careers/
railengineeringmanagement


